


Pr obl em

e Const antly advanci ng technd ogy per mts:

—t he cdlecti on and aggregati on of | arge
guantities of data

—In any desired for mat or structure,

—subj ect to end ess per mut ati ons o sorting,
filteri ng, and anal ysi s, and

—t he I nstant aneous w despread di stri buti on
of theraw data or ana ysisresults

e ...al wthout sgnficant human thought.




Pr obl em

e How do we deter mmne and i npl e nment
adequat e and appropriat e techn cd
prot ection for the persona patient
| nf or mati on?




Why Worry About Patient Data Privacy?

 New Regu ati ons:

— Hedthlnsurance Portahlity and Accountahbility Act
(HPAA

— Persond infor mati on and R at ection of Hectron c
Documents Act (R PED

—EU Regu ations: BSISOIEC 17799
e Jate Law

e Hght thngtodo— Raection of the hedthcare
cConNsuners

 Nedligence — Areasonabl e duty to prot ect pati ent
Dat a




Negli gence —T. J. Hooper case

e Settingtherde (1928):

* Tug boat lost barge and coa duringa sto m
Bar ge owner d a ned nedigence because t he Tug
ddn't have a weather rad o.

e Suprene Gourt foundthat thereisa dutyto keep
up wthtechnd ogicd I nnovations that set the
standard of careintheindustry. Abreach of that
duty of careis actional e negigence.




Don’'t go over boar d

e Data can be Utinatdy protectedif it 1s never
capt ured

e Dat a can belocked fromany futher use

However:

e Dat ais capt ured because we find val ueinit’'s use
and we must be freeto useit accordngy W TH
reasonabl e prat ecti ons

 The newest technology may be eff ective, but very
expensi ve and unw € dy




Cost- Rsk Analysi s

« Adue dligence ana ysis nust be perfar nedto
deter mne what Is reasonabl e and appropriae

e Hsk Mapp ng/ Data How Analys s

e Bal ance the cost of the safeguard aga nst the
gravity of the privacy risk

 The saf eguar d shou d not unreasonably bur den
treat nent, hlling or aher heath care operations




Cost- Rsk Analysi s

Cost and
Operational
Burden

Level of Protection




Privacy vs. Security

What i1s* ”
1. Theright to beleft done

2. Operationa contrd s over the access, use, and
d sd osure of data by those wth such
privl ege.




Privacy vs. Security

What I1s” "

1. Thetechncd o physicd means of assuring
privacy

. Operationa contras over or techncd
pr ot ections of data fromunknown or
unprivleged thrd parti es.




Privacy vs. Security

What I1s” ”

C — Confidenti dity
Access only by aut hori zed parti es

| —Integrity
Aut henti c and rdi abl e dat a

A— Avalahility
Dat als access d e when and whereit’s supposed to be




Privacy vs. Security

and “ areinextricady
|t erwovenino a conprehensi ve syst e m of
pr ot ecti ng confi denti d 1 nfor mati on




Frontline Privacy and Security
Protection (Briefly)

 Operationa Managenment System
e Security Pdiaes
 ivacy Pdiaes
e Oper ationa R ocedures
e Appa nted responsi d e party to oversee operati ons

« Jarifyrelaionships and responsi blities wth
busi ness assod aes




Basi c Security Protections for Data
Privacy

* Hrewals
Basl ¢ peri net e
Hrst | ayer protection
Reasonalbl y I nexpensi ve

Necessary for any open system potenti d
cont act




Basi c Security Protections for Data
Privacy

e Intrus on Det ecti on

— Means to det er mne whet her ther e have been
likdy atenptsto enter the system wt hout
proper aut henti cati on

— Typcdly nantans an audt tral and d ar ns
— Can dso be usedto nonitor interna actiuvty




Basi c Security Protections for Data
Privacy

e User Authentication
— Passwords
— Bonetric
—Tokens




Basi c Security Protections for Data
Privacy

« Communi cati on Rot ecti on
— Ded catedlines
— Mrtud Privat e Networks (VPN s)
— Encryption
— No prescri bed requrenent
— Industry st andard shou d be mn nal
— 3X DES — appears to be devd op ng st andard




Basi c Security Protections for Data
Privacy

e \frus PR otecti on

— Raectionfromviruses, wor ns, nmalidous code,
et C.

— Now wth content screen ng




Privacy Enhancenents

e Access (ontrd s
— Rd e lker, o Goup access priuvleges
— RHovdeor li mt access tospecifiedinfo nation

— CGonfigurabl eto meet organ zati onal
requrements

* HOowever:
— Must provi de access to needed | nf or nati on
— Must provi de some admni strative overri de




Privacy Enhancenents

e H evat ed Aut henti cati on

— Per mts addtional scrutiny of user verificati on
and privlege

— Intid user canremai nloggedinothe
application whileperfor mng a nore securerde
specifictask

— overides, exirenmey confidenti d dat a,
| nportant warn ngs, S gn-offs ...




Privacy Enhancenents

e Audt Trails

— Whedtab erecord ng of sgnficant access, use,
and d sdosure

— |l dentifies accountal e party and priul ege
utili zed
— Qurrently debat ed i nindustry.

—Consensus indcates inerest intracki ng sgnfi cant
deci s ons, d sd osures, and g gnificant access.

—Track ng every v ew access o infor nationis
| npr acticabl e




Privacy Enhancenents

eAarns/ Aerts/ Monitoring
— Qonti ngency nonitorlng and reporti ng

— Aa ns can be provided if recogn zed or
sSusp dous actimtyis det ected




Privacy Enhancenents

e Aut o Logoff

— bers aut omati callyl ogged off dueto
applicationinactivty

— Hevents exdataion of | ogged user’s access
privl eges

— (onfigurabl e tomeet organ zati onal
requrements




Privacy Enhancenents

 Emall filteri ng and screen ng

— Emall isinherentlyinsecure and wded y uilized
for the transf e of confidentid |1 nformati on

— Q@ osses an open system so needs to be
encrypted for praotecti on

— Screen ng can d scover unpr ot ect ed confi denti d
| nfor mation for redacti on or nessage capt ure




Hectronic Medica Records/ Reg stry
Applicati ons

* Privil ege restriction

e Aut henti cati on

e Duplication restricti on

e Access and actiMty nonitoring/ Audt Tral
« Aar ns / Aut o- Logoff

« At omation for effiaency and accuracy

« Re nove many human error d enments

| mmed atey aval ab e i nf ormati on

e Consi stent commun cati on Wt h assoc at es




Newtechno ogy — ASFP s, PDA s,
Wr e ess devi ces

e Increased aval ability of I nf or mati on
e Very benefia d to oper ati ons

e Confidenti dity and I nt egrity concerns - aslong as
privacy/ security technd ogy keeps up andis used

e Technd ogy is out there, nust nake surethatitis
used correctly

 Ensur e vendors have considered and mti gated
any privacy and security concerns







