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standardized edits; (3) proportion of death certificate only cases; (4) timeliness of data; (5) rate of duplicate 
case records; and (6) proportion of cases with unknown or missing race, sex, county or age information. 
 
Other registry data uses also SHOULD involve a quality assessment of the variables used in the analysis 
before the analysis is conducted to evaluate whether the data are sufficiently complete and accurate to use in 
the analysis. 
 
4.3.3. Standards for Displaying the Data 
 
4.3.3.1. Tables 

 
Numerical data often are displayed in tabular format. Tables MUST stand alone; that is, they MUST be fully 
comprehensible if separated apart from the narrative text. Descriptive titles, headings, and footnotes are used 
to explain the contents of the table. If data from a source other than the registry are used, a reference to the 
source MUST be noted. 
 
4.3.3.2. Graphs and Charts 

 
The graphical presentation of data often is more intuitively appealing than a table full of numbers (i.e., use 
tables when precision is important, use graphs when a more general idea or picture is desired). However,  
3-dimensional charts or graphs SHOULD NOT be used when presenting bivariate data, because the depth of 
lines or bars can be misleading. If the results of a combination of three variables are displayed simultaneously, 
then 3-dimensional charts are appropriate. Some of the most common types of graphs are listed below: 
 
�™ Line Graphs: Line graphs are constructed by plotting the values for two variables on an x-y axis, and then 

connecting the points. Line graphs are most often used to display time trends in age-adjusted incidence 
rates. When choosing the scale of the y axis for presenting time trends, a decision needs to be made 
whether the absolute change or the rate of change is of more interest. Rates of change may be shown on a 
logarithmic scale.  

 
�™ Bar Graphs and Histograms: Bar graphs and histograms use horizontal or vertical bars to represent 

categorical data. 
 
�™ Pie Charts: Pie charts can be used to display percent of the total, (e.g. site-specific stage groupings). To 

construct a pie chart, a circle is divided into segments, like slices of a pie, to represent various 
contributions to the whole.  

 
4.3.3.3. Maps 

 
Maps can be an effective method to display data. Maps can be used to compare summary statistics and rates 
for different geographic areas or to plot locations of specific cases as might be required in cancer cluster 
analyses. Software packages have made sophisticated complex mapping techniques available to every registry 
at relatively low cost. Polar coordinates for registry cases can be obtained automatically as part of a 
geocoding process (see Section 5.5.2.7.). Selecting the appropriate and statistically valid mapping techniques, 
scales, colors, and other aspects of maps all requires a great deal of thought and training to prevent 
unwarranted conclusions, breaches of confidentiality, or public alarm. For example, highlighting the county 
with the highest rate of a cancer in red on a map might be misleading to the public and scientifically 
indefensible if the county’s rate is not significantly different from the next five ranked counties. Problems of 
small numbers and confidentiality apply to maps just as they do to other presentations of data (see the 
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NAACCR document Using Geographic Information Systems Technology in the Collection, Analysis, and 
Presentation of Cancer Registry Data: A Handbook of Best Practices). 
 
4.3.3.4. Titles 

 
Titles should identify: 
 

 What the entries in the tables, charts, or maps are (e.g., number of cases, percents, rates, ratios, etc.). 
 

 How the data are subdivided (e.g., by race, sex, age, histology, etc.). 
 

 Who is included (e.g., all races, both sexes, etc.). 
 

 Where the data are from (e.g., the SEER Program, Utah, Memorial Hospital, etc.). 
 

 Time period covered (e.g., 1985-89, etc.). 
 
The preferred order of elements in titles is: (1) what and how classified, (2) who, (3) where, and (4) when. 
 
4.3.4. Standards for Review of Reports 

 
Registries MUST follow written rules, protocols, and procedures for release of information. The central 
cancer registry MUST designate staff members to review all routine reports and responses to requests for 
information before the information is released to assure that confidentiality of the data is protected (see 
Section 6.3.2.4.). In addition, participating facilities/organizations SHOULD be provided with a courtesy 
review of the publication prior to release.  
 
All questions regarding the quality of the data MUST be brought to the attention of the quality control staff 
and SHOULD be resolved before any data are released. 
 
All questions regarding the appropriate interpretation of registry data MUST be brought to the attention of 
appropriate staff and SHOULD be resolved before the data are released. 
 
Because of the possible ramifications for the registry, participating facilities, and parent organizations, the 
Registry Director or designee MUST review and approve all information released to the news media. The 
Registry Director or designee SHOULD inform the appropriate supervisors, stakeholders, and data providers 
before release so that they will be able to answer any subsequent questions from the press or the community.  
 
4.3.5. Electronic Publication and Distribution of Registry Data 

 
In addition to publishing summary data, registries MAY disseminate data in an electronic form that allows 
users flexibility in querying the data. Epidemiologists, biostatisticians, public health officers, and students 
could benefit from the ability to formulate and run their own queries of cancer registry data. The registry may 
have the additional burden of training the users of their data products to prevent incorrect analyses and 
inappropriate conclusions. 
 
4.3.5.1. Types of Electronic Publication 

 
Two types of electronic publication frequently are used to disseminate cancer registry data: (1) de-identified 
data files, and (2) query systems. 
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4.3.5.1.1. De-Identified Data Files  
 
A de-identified data file is an electronic file with individual record-level data concerning cancer patients for 
which direct and in direct identifiers have been removed. De-identified data files may be restricted access or 
public use files. Section 6.3.2.3.3., Standards for Protecting Confidentiality in De-Identified Data Files, 
provides information on confidentiality protection for de-identified files. 
 
A restricted access file is a de-identified file for which the user MUST apply for access through a formal 
mechanism and attest to abide by the confidentiality provisions in a data use agreement. As examples, 
Appendix J presents the Data Confidentiality Agreement for NAACCR Researchers and the SEER Public Use 
File Agreement. Restricted access files MAY be provided to universities, medical schools, health 
departments, physicians, epidemiologists, voluntary cancer societies, and science journalists. SEER and 
NPCR have restricted access files available for researcher use. 
 
A public use file is a de-identified file for which there is not a specific application process and that is 
available to all users who request it. The level of disclosure risk is higher with public use files compared to 
restricted access files, and consequently, a higher degree of confidentiality protection may be needed. For 
example, county of residence at diagnosis may be provided on a restricted access file but a registry may chose 
to redact county of residence from a public use file. 
 
4.3.5.1.2. Query Systems  
 
Another approach for electronic dissemination of data is through a query system or software. This can be a 
web-based query system such as CINA+ Online and CDC Wonder, or PC-based system such as SEER*Stat. 
Some features that make query systems useful are built-in recodes to appropriate analysis groups, suppression 
of statistically insignificant or meaningless results, and suppression of cells with small numbers. The potential 
user base is broadened when the analysis software is provided and is user friendly.  
 
Query systems may be based on record-level data or on pre-tabulated data. SEER*Stat is an example of a 
query system based on record-level data. If the underlying data are accessible to the user, such a query system 
would need to include similar confidentiality protection as de-identified data files. Query systems based on 
pre-tabulated data, such as CINA+ Online, need to include similar confidentiality protection as summary 
statistics (see Section 6.3.2.3.2., Standards for Protecting Confidentiality in Summary Statistics). 
 
CINA+ Online, an online query system, was developed as a publicly available data source. It provides access 
to incidence data on all SEER major and minor cancer sites (including pediatric groups) for North America, 
the United States, and Canada, with individual state- or province-specific data available. The online system is 
a flexible interactive query system that offers a choice of custom-designed tables, charts (multi-line graphs, 
pie charts, or bar graphs), and maps. 
 
4.3.5.2. Distribution Methods 

 
Public use data should be available on CDs/DVDs or via an Internet-accessible client-server environment. 
NAACCR provides an annual statistical monograph of cancer incidence in the U.S. and Canada (CINA); an 
online query system of cancer incidence data (CINA+ Online); and a data file for NAACCR groups to 
conduct cancer surveillance research (CINA Deluxe), all products designed to meet the needs of a variety of 
potential users. The SEER Program and some state central registries (e.g., New York State Cancer Registry) 
also provide public use data files. 
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4.3.5.3. Standards 
 
Registries providing public use data files MUST implement specific policies and procedures to protect the 
strict confidentiality of the data and prevent unauthorized linkages with external files. See Appendix J for an 
example of an agreement that a user must sign to obtain a NAACCR public use file. 
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CHAPTER 5: 

DATA MANAGEMENT 

 
5.1. STRUCTURAL REQUIREMENTS 
 
For cancer registries, advances in computer software and hardware have increased the efficiency of data 
collection and improved data quality, standardization, and accessibility. These advances also have facilitated 
the collaborative pooling of data. Computers have enhanced the ability to more fully use the rich resource of 
cancer registry data. 
 
Important gains have been made in maximizing the cost-effectiveness of registry operations and the speed and 
accuracy with which the registry can be used to answer important scientific, clinical, and policy questions. 
Computers have enabled registry staff to perform more work with the same or fewer resources, as they have 
been integrated into many aspects of registry structure and operations. However, cancer registries face 
restrictions in resources at a time when the population is aging, causing the number of reportable cases to 
continue to grow. Cancer registries MUST employ appropriate applications of computer technology.  
  
This chapter describes specific functional requirements, system design considerations, software and hardware 
requirements, and other features that are important to fulfilling the functions of a central cancer registry and 
that any central registry SHOULD be able to perform. The words “computer system” or “system” in this 
chapter generally refer to the complete system, including the hardware and software (i.e., the equipment and 
programs). This chapter will not recommend specific software or hardware. The technology will not remain 
static, and many future advances will be useful to central registries. Thus, it is the goal of this chapter to 
outline a set of general functional requirements that each central registry SHOULD meet, and to encourage 
every registry to include these functions and to go well beyond them where possible. This chapter specifically 
addresses central registries at state and provincial/territorial levels, and those central registries at a regional 
level within a larger central registry system. Requirements for systems at a national level may vary somewhat 
from those stated here; these differences are not addressed. 
 
This chapter does not address general-purpose computer tools such as word processing, accounting, 
spreadsheets, or desktop publishing, although the central registry will require a wide variety of computer 
resources beyond those that are addressed here. 
 
5.1.1. Overview of Major System Functions 
 
The utility of a cancer registry system SHOULD be measured by the ability of a given hardware and software 
combination to effectively accomplish those tasks assigned to a central registry. A central registry SHOULD 
be designed not only to collect accurate, error-free data, but also to provide appropriate reports, statistics, and 
data files for researchers, collaborative projects, or national surveillance programs. A registry data processing 
system SHOULD: 
 

 Have the capacity to handle the central registry caseload. 

 Provide multiple modes of data interface, including data entry. 

 Support appropriate linkage of patient data with hospital and other data. 
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 Ensure data integrity, completeness, and accuracy. 

 Produce standard reports. 

 Provide tools for ad hoc analyses, lists, and reports. 

 Communicate with regional/national data sharing efforts. 

 Incorporate appropriate security. 

 Be cost-effective and affordable. 

 Be dynamic (i.e., easily and inexpensively changed over time). 

 Have adequate performance that supports timely data entry, analysis, and reporting. 

Registry operations, data management, and data quality rely heavily on software vendor capability and 
capacity. Software updates should be provided promptly and with pertinent instruction to maximize data 
capture, completeness, and accuracy. Registries are encouraged to maintain open communications with 
software vendors to ensure that adequate training and support are available. 
 
5.1.2. Importance of Standards 
 
For reasons of efficiency and comparability, it is important for central registries to adopt existing standards 
where they exist, and to actually use existing resources in their systems. Non-standard systems are more 
costly to maintain, often include hidden costs, and sometimes contribute to problems associated with 
incompatible data. 
 
5.1.3. Standards for Functional Requirements 
 
The major functions of a central registry system are listed below. 
 
5.1.3.1. Support for All Registry Activities 
 
The central registry’s computer system MUST be able to support the efficient and effective execution of all of 
the tasks described in Chapters 2, 3, and 4, including routine operations, analyses, reports, quality monitoring, 
communications with facilities and providers, etc. 
 
5.1.3.2. Computerized Data Collection 
 
Abstractors employed by the central registry and those in reporting facilities SHOULD use computer-based 
data collection software for abstracting tumor data from source documents. The software SHOULD include 
features such as standard edits (see the discussions of data processing, data quality, and standard edits in 
Section 3.1.4.; adherence to standards in Section 5.1.4.2.; and EDITS in Section 5.9.). 
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5.1.3.3. Electronic Transmission 
 
The central registry SHOULD require or encourage submission of data, including codes and text, in 
standardized electronic form, by means of a network, modem, CD/DVD, or other electronic media. The 
central registry SHOULD encourage the use of NAACCR’s data exchange standard for such transmissions. 
(See NAACCR’s Standards for Cancer Registries Volume II: Data Standards and Data Dictionary and 
NAACCR Standards for Cancer Registries Volume V: Pathology Laboratory Electronic Reporting). 
 
5.1.3.4. New Case File Processing 
 
Files containing new tumor records often are received from hospital-based registries, central registry 
abstractors, or other sources in machine-readable form. The system MUST edit the tumor records, determine 
their relationship to tumor records already in the database, apply the new tumor records to the database, and 
retain information on the quantity and quality of data for management reports and quality control. The process 
described touches on linkage (i.e., determining the relationship to tumors already in the database). 
 
5.1.3.5. Tumor Record Data Maintenance 

 
This function involves updating data on tumor records in the database. The system MUST receive changes to 
tumor records from multiple sources and provide the means (interactively or batch) to edit the data and apply 
changes to the proper tumor records (see Section 5.10. and 5.11.). 
 
5.1.3.6. Person Versus Tumor 

 
The system MUST allow viewing of the data and generation of reports using either the person or the tumor as 
the basic unit. 
 
5.1.3.7. Reporting 

 
The ultimate goal of a central registry is to use the data for useful information. Chapter 4 outlines reporting 
requirements in detail. The database management system MUST have an adequate subsystem for retrieving 
files that can be exported into SAS, Excel, SPSS, SEER*Stat, or other analytic software tools. The system 
SHOULD have the capacity to produce both standardized and ad hoc reports providing data for 
administrative management (i.e., registry workload, operations, etc.) in addition to analytical purposes.  
 
5.1.3.8. File Extraction 

 
The computer system MUST be capable of producing flat-file subsets of the database for analysis, quality 
control, data submission, follow-up, or other uses. 
 
5.1.3.9. Quality Control 

 
This function includes tracking the progress of tumor record processing and providing support for all of the 
quality control activities discussed in Chapter 3. The system MUST be equipped to monitor the sources, 
amounts, types, and quality of tumor record data received and provide management information about how 
well the source data are captured and transmitted. 
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5.1.3.10. Online Inquiry 
 

The system SHOULD allow retrieval of tumor record data for computer terminal display through specific 
database keys and user-specified search criteria. 
 
5.1.3.11. Record Linkage 

 
Matching registry data with outside sources is an important method for ascertaining cases and obtaining 
follow-up on registered cases. A flexible method, or at least the ability to create external files for linkage to 
death certificate files, drivers’ license data files, or other files, MUST be included (see Section 5.12.). 
 
5.1.3.12. Follow-Back 

 
The database management system (DBMS) SHOULD support management of the death clearance follow-
back process and related tasks (see Section 2.2.8.). However, there may be some variation on how registries 
manage the death clearance follow-back. This might include a separate database that eventually will be used 
to link DCO cases back to the master file. 
 
5.1.3.13. Parameter Maintenance 

 
The system SHOULD provide for easy updating of table variables and denominator data. 
 
5.1.3.14. Administration 

 
Database administration tasks such as backup, disaster recovery, and disk maintenance MUST be provided, 
either by the facility or a third party. Registries should communicate with their IT team to determine optimal 
solutions for individual facilities.  
 
5.1.3.15. Security 

 
The system MUST ensure the integrity of the data and programs and protect the confidentiality of patient, 
facility, and provider data. A password-protected log-in to the system is highly encouraged as the first line of 
access to patient level data. Registries SHOULD frequently communicate with hospital IT staff to ensure that 
multi-level security features (firewalls, virus protection, etc.) are in place and operating normally at all times. 
(See Sections 5.1.5.2.3. and 6.4.).  
 
5.1.3.16. Data Sharing 

 
The system MUST be able to share all data with other central registries, federal surveillance programs, 
NAACCR, and other calls for data, such as the NCDB. The registry MUST use NAACCR’s data exchange 
standard whenever possible (see Appendix J for a sample data sharing agreement).  
 
5.1.3.17. Communications 

 
The system SHOULD provide telecommunications capabilities for importing and exporting files and 
interfacing with e-mail programs and Internet providers. 
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5.1.4. Adherence to Standards 
 
5.1.4.1. NAACCR Data Standards 

 
The system SHOULD meet all of the standards specified in NAACCR Standards for Cancer Registries 
Volume II: Data Standards and Data Dictionary, including the required data items collected and their codes 
and formats (see Section 3.2.1.). The standard for data transmission from pathology laboratories to the central 
registry can be found in NAACCR’s Standards for Cancer Registries Volume V: Pathology Laboratory 
Electronic Reporting. 
 
5.1.4.2. Standard Edits 

 
The central registry SHOULD use standard data edits (see Section 5.9.). 
 
5.1.4.3. Data Exchange Standard 

 
The central registry’s system MUST be able to read and write files adhering to the most current version of 
NAACCR’s data exchange standards as specified in NAACCR’s Standards for Cancer Registries Volume I: 
Data Exchange Standards and Record Description. 
 
5.1.4.4. Analysis Standards 

 
The system SHOULD provide the capability to produce analyses using all of the standards described in 
Chapter 4, including: (1) use of standard analysis categories, (2) application of standard statistical methods, 
(3) provision for the use of multiple population standards, and (4) production of standard reports. 
 
5.1.5. Standards for Other System Design Considerations 

 
The following issues MUST be considered carefully when choosing or designing a registry system. 
 
5.1.5.1. Performance Requirements 

 
The central registry MUST specify performance requirements based on factors of volume, timing, processing 
requirements, and the anticipated number of simultaneous users. The specific requirements will vary by 
registry. Generally, the growth in case completeness, case reporting, and the required reportable data items are 
predictable. It is possible to anticipate the amount of disk space that the database will require and the amount 
of computing power required to handle the anticipated number of transactions and reporting load. Interactive 
response rates will diminish as the database increases in size and as more users are added to the system. 
Interactive response times are difficult to estimate, but general performance estimates are available in trade 
journals and vendor advertising. 
 
5.1.5.2. Internal Control Requirements 

 
Control policies and procedures MUST be implemented that provide for accuracy, security, and maintenance 
of data confidentiality. 
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5.1.5.2.1. Accuracy of the Information 
 

The central registry will be totally responsible for the accuracy of its information, from entry through 
subsequent processing, permanent maintenance, and finally, to reports. Accuracy of the information can be 
maintained by: 

 
 Providing extensive editing capability. 

 
 Describing a series of procedures to be followed by the central registry staff to assist with data entry and 

to ensure that errors detected during the editing process are corrected and that the data are resubmitted for 
processing. 

 
 Restricting the users who are authorized to access the database to make changes to the data. 

 
5.1.5.2.2. Confidentiality  

 
The registry’s computer system MUST contain a series of internal procedures to ensure that: 
 

 Access to automated information is restricted to authorized persons. 
 

 Control is maintained over all documents that contain sensitive information to ensure that these 
documents are available only to authorized persons. 

 
 Requests for information that require personal identifiers are screened to verify that the requestor is 

authorized to have the requested information (see Section 6.3. for detailed discussions of handling 
confidential data). 

 
The Annotated Bibliography on Confidentiality Protection in Data Release developed by the NAACCR 
Confidentiality Subcommittee of the Data Use and Research Committee may be used to develop and maintain 
policies and procedures concerning data confidentiality. This document may be found at 
www.naaccr.org/confidentiality/index.asp.  
 
5.1.5.2.3. Security  

 
The registry MUST ensure the security of all of the elements of its system, through procedures such as the 
following: 
 

 Equipment located at the central registry, and possibly elsewhere, MUST be protected from theft and 
from accidental or deliberate damage or misuse. 

 
 Once programs are completed and in routine use, they MUST be protected against tampering. Program 

maintenance MUST be carefully controlled. 
 

 Data MUST be protected against inappropriate destruction, modification, or dissemination, whether 
inadvertent or deliberate.  

 
 Annual review of all confidentiality and security operations SHOULD be conducted. 

 
 Procedures for backup, archival, and disaster recovery for both data and programs MUST be 

implemented. 
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 When staff resign or are terminated, the registry MUST change passwords or other security procedures to 
protect against sabotage. 

 
For additional information on security-related issues, see Section 6.2.. 

 
5.1.5.2.4. Autonomy 

 
Experience has shown that efficiency, responsiveness, quality, and security are enhanced when the registry 
has control over its own data management system, including the hardware, software, and personnel. The 
registry SHOULD have control over the selection of and use of all hardware, software, and personnel. When 
resources are shared with other programs or offices, the registry SHOULD have control over the priorities 
and activities such that performance of registry functions is not compromised. 
 
5.1.5.2.5. Funding 

 
The central registry’s budget MUST provide specified and adequate funding for data management equipment, 
software, and personnel, including adequate funds for: (1) maintenance of equipment; (2) upgrades of 
equipment and software for improved performance; (3) implementation of new standards as they become 
available; and (4) implementation of new technologies and software that will enhance the efficiency, 
effectiveness, and security of the registry and its data. 
 
 
5.2. HARDWARE REQUIREMENTS   
 
Although the task of making specific hardware recommendations is not part of NAACCR’s mission, and any 
recommendations in this area would be outdated as soon as they were made, it is helpful to present guidelines 
and considerations to assist with hardware purchases. Prior to considering hardware options, the central 
registry’s planners SHOULD consider all of the points listed in Sections 5.1.1. and 6.4.13., as well as the 
following questions and suggestions: 
 

 What type of operating system would best fit the central registry’s situation (i.e., multi-user, single-user, 
network, etc.)? 

 
 What is the nature of the physical facility where the equipment will be housed, used, and connected? 

 
 What types of software packages will be run on the system?  

 
 Should separate hardware platforms be used based on the class of software installed (i.e., registry 

database software versus statistical packages versus office automation applications)?  
 

 How much training will be required for existing central registry staff? 
 

 Does the central registry’s parent institution or agency have existing contracts for the purchase and 
maintenance of computer hardware? Existing contracts and agreements may dictate the types and brands 
of hardware that may be purchased, or may allow for attractive pricing due to volume buying power. 

 
 Some hardware systems require annual maintenance support contracts to insure reliable uptime 

performance. Is the registry funded to allow for this recurring cost? Care should be taken to obtain a 
commitment from the vendor for projected annual fees for these maintenance support agreements over the 
life of the hardware. 



Standards for Cancer Registries Volume III: 
Standards for Completeness, Quality, Analysis, Management, Confidentiality and Security of Data 

 

90  Chapter 5: Data Management 

Infrastructure security is a critical consideration when specifying hardware solutions. The guidelines for 
registry security procedures detailed in Chapter 6 MUST be observed. 
 
5.2.1. Computer Systems 
 
Lower cost, commodity hardware platforms built using standards-based components and offered from 
multiple vendors SHOULD be considered. The lower cost affords a shorter and more realistic lifecycle for 
the hardware, allowing for replacement sooner and reducing higher-priced maintenance costs that often are 
incurred on aging hardware systems. The registry SHOULD build in hardware replacement costs every 3 to 5 
years. A policy MUST be in place to ensure that no sensitive data remain on an obsolete computer system’s 
data storage prior to discarding or reallocating the system. Various mechanisms often are employed to clean 
the data off of devices—a more practical and cost effective method may be to use certified data destruction 
services to physically shred the media. 
 
Computer systems should be researched and built to the full projected requirements during the life cycle of 
the devices. Purchasing a system at a lower cost, with the vendor-suggested option of a later upgrade of 
hardware components at additional costs, SHOULD be avoided. 
 
The selection and purchase of computer hardware SHOULD be one of the last decisions made when building 
a central registry data system. The selection of operating systems, database management systems, and other 
commercial software products can dictate some of the hardware options required. If hardware is selected first, 
the central registry may find limitations in software selections available for that hardware. 
 
5.2.2. Servers 
 
The current trend of using rack-mounted, small footprint servers can conserve space and centralize data 
servers in climate- and access-controlled areas of the registry. Low power consumption chip sets offer 
adequate system performance while reducing power and cooling requirements. 
 
5.2.3. Workstations and Laptops 
 
Whether a registry uses an in-house resource to procure and configure user workstations and laptops or if it 
outsources these tasks, standardization SHOULD be considered. Standardizing on one hardware platform 
reduces the different potential repair and maintenance issues that a registry is likely to encounter during the 
life of the hardware. 
 
To maximize potential cost savings by securing bids on a larger group of systems, and to reduce employee 
“computer envy” when only some are provided with a new system, a registry SHOULD consider batch 
purchases of systems. With the large number of workstations and laptops typically used in a central registry, 
standardizing on fewer models of hardware (and associated operating systems) will help with IT support 
issues. 
 
Registries SHOULD consider installing firmware-based, “whole disk” types of encryption tools that offer the 
highest level of data protection for information stored on hard disk drives. Any computer can use this type of 
encryption, and laptop devices are prime candidates for added assurance that stolen laptops cannot have data 
retrieved, even when the hard drive is removed and installed in another computer. 
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5.2.4. Peripheral Hardware 
 

Besides the computer itself, careful attention SHOULD be given when considering the various hardware 
components that are attached or networked to a computer.   
 
5.2.5. Printing and Graphics 

 
Registries SHOULD be able to create high-quality reports and presentations. Careful analysis of printing 
needs is important. There is a sizable difference in cost between quality low-speed and high-speed printers. 
Printers that produce high-quality output also are more expensive. Depending on the central registry’s 
particular needs, a combination of several types of printers may be appropriate. Color printing capabilities can 
be very useful when preparing graphs and charts for publications or presentations. When projecting costs for 
high-quality color printers, registries should include the total cost for operation expenses, including the toner 
cartridge prices, print fuser costs and the lifespan for these expendable printer components.  
 
High-end, large-format printers that often are used to make posters and large displays also are available. Often 
purchased with year end, excess funds, it is cautioned that the difficulty of operation, expensive media and ink 
costs, office space required to house them, and infrequent need to produce the posters all should be considered 
before committing to buying these types of printers.  
 
Service providers can provide high-quality printing results for infrequent presentation needs and often are a 
cost-effective alternative to using registry staff time to produce such materials. A good example is the many 
online printers specializing in full-color, tri-fold brochure printing. Competition between the providers usually 
will afford a much lower cost of production than can be obtained by printing them in-house. 
 
5.2.6. Communications and Data Exchange 
 
A careful analysis of electronic communication needs will determine hardware requirements. In addition to 
the anticipated volume of information to be exchanged between the central office and the hospitals or 
laboratories, communication capabilities will be of value for other reasons. The central registry may benefit 
from the implementation of internal e-mail, and may be able to communicate with a registry’s website, online 
forums, or external e-mail with other organizations around the globe. Basic, low-end data transfer can be 
accomplished by sending a diskette, CD, DVD, or other electronic media using mail or overnight service. A 
more flexible solution for data transfer involves Internet connectivity through high-speed Internet (DSL, 
cable, etc.). The use of networks can provide the capability for users at different places to be connected to the 
same system. A combination of these and other options also can be considered.  
 
All data exchange activities MUST involve using industry-recognized standards for data encryption, such that 
interception of the data transfer by unintended recipients will not jeopardize confidentiality. This concept 
applies to all modes of data exchange 
 
5.2.7. Data Backup  
 
In a central registry operation, the quantity of information that requires backup is substantially greater than 
that in a hospital registry, pathology laboratory, or a radiation therapy center. In some instances, the 
responsibility for backup may be assigned to another organization, such as a data processing group 
responsible for a network server. Most often, the backup responsibility will be the central registry’s. The 
optimum method for backup might include the purchase of additional hardware, such as a tape drive, 
CD/DVD burner, or communications hardware to allow transfer of data to another machine for backup.  
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Whether achieved by hardware or software solutions, backup media containing registry data files MUST be 
encrypted, such that unauthorized retrieval from the backup media is impossible. Central registries MUST 
have procedures in place to recover information from a backup. 
 
The central registry also MUST carefully evaluate physical storage needs to provide a secure backup solution. 
A fireproof safe for storing backup files and offsite storage MUST be required. If the backup solution 
incorporates a high-speed connection to a secure, remote data center, this would help with the offsite storage 
requirement necessary to provide the foundation for disaster recovery (see Section 6.5.).  
 
5.2.8. Basic Hardware Requirements  
 
The registry MUST have computer hardware resources that are adequate in type and amount to support all of 
the central registry’s required activities, including data collection, database management, quality control, 
analysis, and reports. 
 
The central registry’s hardware MUST adequately protect the accuracy of registry data and MUST have 
security features adequate to protect the confidentiality of data and security of the system. 
 
 
5.3. SOFTWARE REQUIREMENTS 
 
Careful computer software selection is important for cancer registries and can require significant resources of 
both staff time and financial investment. Site licenses, educational discounting, and consideration of open-
source software packages can be taken into account when researching software purchases. Although standards 
may not exist in the cancer registry field, seeking information from and the experiences of other cancer 
registries using the software prior to purchasing can be useful.  
 
Infrastructure security is a critical consideration when specifying software solutions. Guidelines for registry 
security procedures detailed in Sections 5.1.3.2.3. and 6.2. MUST be observed. 
 
5.3.1. Database Management Software  
 
Database technology allows registry data to be processed as an integrated unit. It reduces the artificial barriers 
imposed by separate files for separate applications and permits users to access data more naturally. When 
designed properly, a DBMS eliminates or drastically reduces data duplication. Elimination of duplication 
saves storage space and frequently can reduce processing requirements. It also helps to avoid data update 
anomalies and improve data integrity. Since all computer processes communicate and act upon the registry 
data as controlled by the DBMS, a consistent set of rules and uniform definition of data items helps to ensure 
high-quality data. 
 
Database processing requires increased program and data overhead. Thus, database applications often require 
more powerful hardware in the form of more main memory, processing speed, and larger, higher-performance 
storage devices. The number of concurrent users, the number of independent activities that occur 
concurrently, and the complexity of the database design also factor into this overhead. Today, standards-based 
hardware that will provide for the performance needs of central cancer registries is relatively inexpensive and 
readily available today.  
 
There are many DBMSs available today based on hierarchical, relational, and other conceptual designs. Many 
DBMSs are hardware-independent and will operate on a variety of hardware and operating system platforms. 
This allows the software to be moved to different types of computers with little or no reprogramming. 



Standards for Cancer Registries Volume III: 
Standards for Completeness, Quality, Analysis, Management, Confidentiality and Security of Data 

 

Chapter 5: Data Management  93 

Reduced dependence on a single vendor’s hardware can have a large economic advantage when system 
changes are under consideration. 
 
In general, the DBMS SHOULD be able to: (1) define and store specific information about the database 
structure, (2) provide a wide variety of methods for accessing data, (3) provide security features to protect 
access to the data, (4) enable control over concurrent operations, and (5) facilitate backup and recovery. 
 
Appropriate database design and selection of a good DBMS are essential to providing efficient means for 
accessing the data and providing an adequate system. 
 
5.3.1.1. Relational Database Management Systems 
 
The vast majority of current DBMSs employ the relational model, which is based on a mathematically 
derived view of structuring data, and follow principles of set theory. It was first described by Edgar Codd in 
1969, but was not implemented in software systems until much later. Database software applications that 
deliver this model came to be called Relational Database Software Management Systems (RDBMSs). Most 
(if not all) large scale, multi-user cancer registry database systems today are built using an RDBMS.  
 
As described in this section, the basis for RDBMSs involves breaking down data into smaller, yet interrelated 
units. This is fundamentally different from the older-style systems often used in legacy computing 
environments. Referred to sometimes as “flat file” or “hierarchical–type” systems, information was stored in 
what could be thought of as one very wide record. Limitations of this type of system can easily be seen using 
registry data as an example. Using a flat file approach, one needs to define the maximum number of different 
tumors a patient can have during the initial design work of the system. After predicting this maximum 
number, designers then define redundant groups of variables (i.e., tum1, tum2, tum3, tum1grade, tum2grade, 
tum3grade) in the wide record to accommodate the maximum number of tumors. So, for the majority of 
patients who only have one tumor, most of these redundant groups of variables were left empty in this flat 
file, wide record example. What would happen if the maximum number of different tumors turns out to be 
wrong and one patient develops one more tumor than was allotted for? The file structure would need to be 
modified in this case to allow for the new maximum.  
 
The relational database model views the database as a set of 2-dimensional tables or relations. Each table 
represents an entity (person, place, or thing) and its relation to the other tables. The columns of a table 
correspond to data fields, and the rows correspond to record occurrences. Relations between tables are 
accomplished by placing indexed values in both tables, therefore ensuring a way to always associate the 
proper data from one table to the other. In RDBMS terminology, these are the keys that are stored in each 
table. Consider a simplified example, using three tables often used in cancer registries. In this example, the 
Patient Table contains summary records for each person, the Tumor Table contains summary records for each 
tumor (there can be more than one tumor per person), and the Hospital Report table contains data from the 
individual abstracts submitted (there can be more than one abstract per tumor). This tabular view of a 
relational database, if developed properly, clearly shows all of the entities, their attributes, and the relation to 
all of the other entities. By testing this self-documenting model with sample data, it is possible to determine 
whether the database has been designed correctly. The tools for updating, inserting, deleting, and querying a 
relational DBMS vary widely by vendor. Because of its extreme importance for both the developer and the 
end user, careful consideration SHOULD be given to choosing a DBMS that has the capacity to fulfill current 
and—in instances for which they can be determined—future central registry needs. 
 
Additional features found in an RDBMS, and which SHOULD be considered when evaluating the software 
choices are:  
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 Some form of file, record, and/or column-locking system to insure data integrity in a multi-user 
environment, whereby updates to shared data can be synchronized so that only one user can be updating 
the shared data at a time. 

 
 Transaction processing that maintains the logical consistency of a database by allowing multiple, related 

updates to be grouped together and written to the database as a unit at the end of the transaction. 
 

 Transaction logging and recovery that provides data integrity protection in the event of a failure occurring 
while transaction changes are actually being written to a database. 

 
 The ability to design referential integrity into the database schema that describes the relations between the 

tables. This ensures integrity between coupled tables, such that one cannot delete a record in one table if a 
critical referring link in another table would be left orphaned.  

 
 Data normalization steps to ensure that no duplicate data are stored within the database, by breaking down 

information into a higher and higher number of tables. Complex mathematical theory dictates the many 
forms of data normalization. Care should be taken not to “over do” this step, as the practical performance 
liabilities incurred when a program re-joins many tables back together can sometimes negate the 
theoretical benefits offered. 

 
 User-specific access limitations. Using database configuration methods called roles and views, the user is 

only allowed to see and act upon data that are required by their user credentials. 
 

 Common interface language tools. RDBMSs all share a common access language, called Structured 
Query Language (SQL). American National Standards Institute standards exist to help with consistency 
between vendor versions. However, many of the major vendors have their own, enhanced versions of 
SQL, which should be investigated when selecting an RDBMS vendor. 

5.3.2. Data Exchange and Communications Software  
 
Software purchases are a sizeable consideration for central cancer registries. Categories of commonly used 
software are provided in this section. 
 
5.3.2.1. Data Extraction and Manipulation Tools 
 
Data formatting, sorting, and data import and export are just a few of the functions served by this class of 
software. Many utility programs will be included with the operating system; others will be part of a good 
DBMS system. SQL utilities offered by third-party vendors often offer cleaner and more feature-rich 
manipulation options, such as interoperability between RDBMSs, and the ability to move data quickly 
between formats. This can be very useful when extracting data for use in graphical or statistical packages, or 
when sending data to outside agencies or researchers.  
 
5.3.2.2. Datafile Transfer Tools 

 
The capacity for electronic communications within the central registry and with external sources is very 
important. Communications ability is dictated by the hardware platform and software selected. Good DBMS 
systems will enable database links to external computers. Most operating systems also will support 
connections to wide area networks and the Internet. Zip drives and CDs/DVDs sent by mail, although slow, 
are capable of handling large volumes of data. However, large file transfers over broadband Internet 
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connections are just as secure as and faster than postal or courier services. File transfer protocol (FTP) 
transfers through the Internet can transfer larger files very quickly.  
 
5.3.3. Statistical Analysis Software 
 
The central registry SHOULD have a statistical software package available to perform standard statistical 
calculations. A registry SHOULD have and use SEER*Prep and SEER*Stat (www.seer.cancer.gov), or other 
comparable software, for producing routine surveillance statistics. For more specialized epidemiologic 
analyses such as cluster analysis, cohort analysis, or modeling, the registry also MAY need specialized 
analysis software. Statistical researchers and staff typically bring with them the needed skills for using these 
more specific analysis tools.  
 
5.3.4. Geographic Information Systems  
 
The central registry SHOULD have a geographic information system (GIS) available to map, store, link, 
manipulate, and analyze geographic data. The majority of North American central cancer registries are using 
GIS for a range of different purposes. Specially trained staff will be necessary to properly use a GIS.   
 
Two excellent reference documents are Central Cancer Registries: Design, Management and Use, Second 
edition, Chapter 17-Geographic Information System, which is available for purchase, and Using Geographic 
Information Systems Technology in the Collection, Analysis and Presentation of Cancer Registry Data: A 
Handbook of Basic Practices (October 2002), which is available on the NAACCR website. 
 
5.3.5. Office Automation Software 

 
The central registry SHOULD provide users with a common suite of inter-office applications to help carry 
out day-to-day activities. Word processing, spreadsheet, and data presentation tools are commonly used for 
these tasks. Using a consistent version of the software across the enterprise will protect against version 
incompatibility and feature mismatch situations. The costs of office automation software often can be reduced 
by specifying the software as a bundled component of new computer bid costs, with vendors often reducing 
costs when larger numbers of systems are purchased together. 
 
5.3.6. Basic Software Requirements  

 
The registry MUST have computer software resources that are adequate in type and amount to support all of 
the central registry’s required activities, including data collection, database management, quality control, 
analysis, and cancer reporting. 
 
The central registry’s software MUST adequately protect the accuracy of registry data.  
 
 
5.4. STAFFING GUIDELINES  
 
The computer and data management staff at the central registry are in a crucial position to influence the 
overall success of the registry. The lead computer staff person SHOULD be considered a part of the central 
registry’s leadership and MUST be involved in planning and overall system design. 
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5.4.1. Standards for Number and Type of Staff 
 
The central registry SHOULD provide data management staff sufficient in number and training to assure 
compliance with mandated reporting requirements, assure timely completion of all required tasks and reports, 
and meet all other standards. It is desirable that the data management staff have a background in health 
applications as well as the requisite technical knowledge. 
 
Central registry personnel SHOULD be sufficiently trained and cross-trained in the operation of the system to 
protect against the possibility that the loss of a single person would adversely affect its operation. 
 
5.4.2. Continuing Education 

 
Continuing education SHOULD be provided to data management staff to assure that they have up-to-date 
knowledge about available technologies and cancer registries. Courses and workshops offered by NAACCR, 
the NCRA, and other local, state, provincial, and national organizations can provide excellent training 
opportunities (see Appendix E for education and training resources for providers and users of central registry 
data). 
 
5.4.2.1. Access to Professional Literature, Online Services, and Other Activities 

 
Data management staff SHOULD be supplied with appropriate references and literature to provide ongoing 
continuing education and answer questions that arise. Current pertinent reference books, journals, and other 
periodicals SHOULD be available immediately. The central registry also SHOULD provide access to online 
services and online forums so that staff have rapid access to the most current information. 
 
5.4.2.2. Professional Associations and User Groups 

 
Data management staff SHOULD be encouraged and funded to participate in local and national professional 
associations and user groups pertinent to their technical area, and in registry-oriented scientific meetings. The 
central registry budget SHOULD include funds for participation by one or more persons at scheduled 
meetings. The central registry SHOULD fund data management staff to attend special symposia, conferences, 
and courses that may be offered from time to time (see Appendix E for addresses and organizations cited in 
this report). 
 
 
5.5. PROCESS STANDARDS 
 
5.5.1. Data Entry 
 
Electronic reporting SHOULD be the method used for data collection. Data entry of reportable neoplasm 
records usually is the process of abstracting directly onto a computer. Computerized data collection combines 
all abstracting tasks—coding, data entry, editing, and accessioning—into one process. Some central registries 
provide software to reporting facilities to standardize this process. In addition, the central registry might 
employ a variety of data collection methods for new records; for corrections, deletions, or other transactions; 
or for physician and hospital data. These methods can include direct keying from source documents into the 
computer, keyed entry from data collection forms, the use of imaging software to scan abstracts, and other 
methods. Regardless of the method(s) used, some form of verification SHOULD be in place.  
 
When electronic reporting is not possible, the central registry SHOULD implement some form of verification 
of keyed data to minimize entry errors. The method will vary with the data entry method, and may include 
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visual comparisons, duplicate keying when manual forms are used, extensive editing and analysis of input 
data, or other quality reviews (see the discussion of edits in Section 5.9.; see Section 3.1.4.3. for a discussion 
of the importance of standardization of aspects of data entry to improve data quality). 
 
5.5.2. Inputs 

 
A central registry MUST be prepared to process cancer-related data collected in various forms from a variety 
of sources. These sources MAY include health care facilities; nursing homes; physicians’ offices; coroners’ 
offices; state vital statistics departments; other local, state, and federal governmental agencies; other central 
registries; and outside vendors. Data received by the central registry MAY include: 
 

 New tumor records to be added to the central database. 
 

 Follow-up, correction, and deletion data from reporting facilities to be applied to previously collected 
tumor records. 

 
 Data from sources other than reporting facilities to be applied to previously collected tumor records 

(death information and geocodes). 
 

 Reportable neoplasm records with limited information from sources such as physicians, outpatient 
surgery and radiation centers, pathology laboratories, or rapid case ascertainment reports from special 
studies. 

 
 Other data to be applied to the central registry database include parameter file updates and population data 

for rate calculations. 
 
5.5.2.1. Standards for General Input File Specifications 

 
The central registry SHOULD adopt the following specifications for all input files received by the central 
registry: 
 

 As specified in NAACCR’s Standards for Cancer Registries Volume II: Data Standards and Data 
Dictionary, the data files MUST be standardized in terms of data items, codes, and record layout. 

 
 The data files SHOULD be submitted in machine-readable form and transmitted to the central registry 

from all reporting sources through network, modem, FTP link, Internet e-mail, or on CDs/DVDs. The 
central registry SHOULD be able to key in data from hardcopy forms when this is the only reporting 
source available from the reporting facility. 

 
 The data MUST contain an appropriate level of patient and tumor identification, ranging from central 

registry case numbers or hospital chart numbers to personal identifiers. 
 
5.5.2.2. Standards for New Case Data Input Files 
 
5.5.2.2.1. Definition 

 
These files include data pertaining to: 
 

 Patient demographic characteristics. 
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 Reporting facility specifics.  
 

 Data from confidential resources (i.e., linking with DMV, Medicare, etc.).  
 

 Cancer identification.  
 

 Stage.  
 

 Prognostic factors.  
 

 Treatment.  
 

 Follow-up for each tumor.  
 

 Supporting text for all coded fields and diagnostic processes. 
 
5.5.2.2.2. Required Processing Functions 

 
The central registry’s data management system SHOULD have the capacity to perform the following 
functions regarding new case data input files: 
 

 Editing: Apply standardized edits to new case files and provide the ability to reject individual records 
with errors and reject the submitted file if the error rate is above a threshold level and unacceptable for 
processing. (see Sections 3.1.4. and 5.9.) 

 
 Error Correction: Produce indications of errors (printed or screen reports or other indications) to inform 

quality control staff and allow correction of case data. 
 

 Global Changes: Provide the ability to mass-correct global errors in incoming case files. 
 

 Deletion: Provide the ability to delete records from the input file. 
 

 Management Information: Provide tracking information and appropriate management reports on the 
number of tumor records submitted by reporting facility, by time period, and by diagnosis year, as well as 
the number and types of errors (see Section 3.2.5. for a discussion of quality control activities). 

 
 Printed Abstracts: Produce standardized printed abstracts with text and coded data presented in natural 

language as well as the coded data. 
 

 Phonetic Compression Index: Provide a phonetic compression such as Soundex or the New York State 
Identification and Intelligence System (NYSIIS) for last name, maiden name, and aliases. Indexes built on 
phonetic compression will facilitate record linkage. 

 
 Linkage and Accessioning: Provide the ability to match incoming new records with existing records in the 

database to identify duplicate or subsequent records or previously unreported neoplasms and to assign 
unique accession numbers to the new records (see discussion of record linkage in Section 5.7.). 
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 Reports to Reporting Facilities: Provide the following to reporting facilities: 
- Reports detailing questions that arise during attempted correction of case data (e.g., edit failures 

that cannot be corrected for lack of adequate information within the submitted record). 
- Reports indicating the status of data submissions, with items such as numbers of tumor records 

sent in each transmission and year-to-date, by diagnosis year, and estimated percent complete 
based on anticipated caseload. 

- Reports analyzing number and types of edit errors (see Section 3.1.4.). 
 
5.5.2.3. Standards for Follow-Up Data Input Files 
 
5.5.2.3.1. Definition 

 
If a central registry collects patient follow-up from reporting facilities (e.g., hospital cancer registries 
following their hospitals’ cancer patients) and a facility updates the date of last contact, vital status, or tumor 
status of a patient, that information SHOULD be sent to the central registry by the reporting facility to update 
the central registry database (see Section 5.5.2.6. for a discussion of death information input file processing). 
 
5.5.2.3.2. Required Processing Function 

 
The central registry system SHOULD have the capacity to perform the following functions regarding follow-
up data input files: 

 
 Linkage: Provide the ability to link an incoming follow-up record with the appropriate database tumor 

record. 
 

 Editing and Automatic Updating: Provide the ability to automatically apply an incoming follow-up record 
to the database tumor record, when appropriate, after editing for compatibility and consistency (see 
Section 5.11. for updating guidelines). 

 
 Error Reports: Produce error reports for incoming follow-up records that fail edits. 

 
 Management Information: Provide the means to identify database records with follow-up information that 

has been updated and provide appropriate management reports. 
 
5.5.2.4. Standards for Correction Data Input Files 
 
5.5.2.4.1. Definition 

 
In addition to its own correction procedures for individual records, the central registry MAY receive files of 
corrections from reporting facilities that have made changes to previously reported records. These files 
contain the changes made to required data items after the information has been transmitted to the central 
registry. 
 
5.5.2.4.2. Required Processing Functions 

 
The central registry system SHOULD have the capacity to perform the following functions regarding 
correction data input files: 
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 Linkage: Provide the ability to link an incoming correction record with the appropriate database record. 
 

 Editing and Updating: Provide the ability to either manually or automatically apply an incoming 
correction record to the corresponding database record after editing for intrafield and interfield 
consistency (see Section 5.11. for updating guidelines). 

 
 Error Reports: Produce error reports for incoming correction records that fail edits. 

 
 Management Information: Provide the means to identify database records with information that has been 

changed and provide appropriate management reports. 
 
5.5.2.5. Standards for Deletion Data Input Files 
 
5.5.2.5.1. Definition 

 
This file contains information on previously reported records that were deleted by the local registry. 
 
5.5.2.5.2. Required Processing Functions 

 
The central registry system SHOULD have the capacity to perform the following functions regarding deletion 
data input files: 
 

 Linkage: Provide the ability to link an incoming deletion record with the appropriate database record. 
 

 Reports: Produce reports from incoming deletion records containing patient identifiers and reason for 
deletion. 

 
 Manual Processing: Provide the ability to manually delete a database record. 

 
 Management Information: Provide the means to identify deleted database records and provide appropriate 

management reports. 
 

 Restore: Provide the ability to restore a record mistakenly deleted. 
 
5.5.2.6. Standards for Death Clearance Input Files 
 
5.5.2.6.1. Definition 

 
Death clearance processing involves the use of data about individuals for whom death certificates were filed. 
The purpose is to provide new information about previously reported records (follow-up) and obtain new 
record information for previously unreported patients or reportable neoplasms (follow-back). 
 
5.5.2.6.2. Required Processing Functions 

 
The registry system SHOULD have the capacity to perform the following functions regarding death clearance 
input files: 
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 Linkage: Provide the ability to link an incoming death certificate record to the appropriate database case. 
 

 Editing and Updating: For death certificate records that link to database records, provide the ability to: 
(1) automatically apply the incoming death information to the database record, when appropriate, after 
editing for compatibility and consistency; and (2) update other items coded in the death record, such as 
race and birthplace, when the database record contains unknown or non-specific values and the death 
record is more specific (see the discussion of consolidation in Section 5.10.). 

 
 Error Reports: For death certificate records that link to database records, provide error reports on records 

that fail edits.  
 

 Suspense: For death certificate records that do not link to database records but are records that should 
have been reported, provide the ability to suspend the death records in the database for further follow-
back investigation (see Sections 2.2.8. and 5.5.2.8.). 

 
 Management Information: Provide the means to identify records for which death information has been 

applied to the existing record or entered in a suspense file and provide appropriate management reports. 
 
5.5.2.7. Standards for Geocoding Input Files 
 
5.5.2.7.1. Definition  

 
This file contains geographic data—usually census tract information, block, or other small area—for records 
in the database. Polar coordinates also may be assigned for mapping use. The address at diagnosis of the 
patient is used to determine the appropriate census information, usually through an automated matching 
procedure, with some addresses requiring manual processing. Many central registries perform geocoding as a 
batch process, sometimes using a commercial vendor (see Section 5.3.4. and the NAACCR downloadable 
document Using Geographic Information Systems Technology in the Collection, Analysis, and Presentation of 
Cancer Registry Data-A Handbook of Basic Practices, October 2002 and for additional information on GIS 
see Central Cancer Registries: Design, Management and Use 2nd ed, Chapter 17-Geographic Information 
System). 
 
5.5.2.7.2. Required Processing Functions 

 
The central registry system SHOULD have the capacity to perform the following functions regarding 
geocoding input files: 
 

 Linkage: Provide the ability to link an incoming geocoded record with the appropriate database record. 
 

 Editing and Updating: Provide the ability to automatically apply the geocoded data to the database 
record, when appropriate, after editing for compatibility and consistency. 

 
 Error Reports: Produce error reports for incoming geocoded records that consistently fail edits. 

 
 Management Information: Provide the means to identify records for which geocoded information has 

been applied and provide appropriate management reports. 
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 Canadian Geocoding Procedures: In Canada, Statistics Canada provides each provincial registry with a 
user-friendly version of the Postal Code Conversion File, which enables registries to automatically 
convert most postal code information to census geographic areas (such as dissemination areas, census 
tracts, and census subdivisions). Special procedures are used, including generation of reports, for a small 
percentage of records that cannot be directly converted, so that consistent and valid codes may be applied. 

 
5.5.2.8. Standards for Limited Information Input Files 
 
5.5.2.8.1. Definition 

 
These files contain limited information about reportable neoplasm records. The information may not have 
been reported because it is not yet complete (e.g., a record identified through rapid case ascertainment); the 
patient record may have been ascertained from a source with limited information, necessitating follow-back to 
other sources (e.g., a reportable neoplasm identified through a pathology laboratory); or the patient may have 
been overlooked by the facility responsible for reporting it (e.g., a record identified through death clearance). 
 
5.5.2.8.2. Required File Processing Functions 

 
The central registry system SHOULD have the capacity to perform the following functions regarding limited 
information input files: 
 

 Editing: Edit the incoming data for very basic content. 
 

 Suspense: Provide the ability to suspend the records in the database for further investigation. 
 

 Reports: Provide reports of the suspected reportable neoplasms according to the source to which they 
need to be followed back and prepare inquiries to the appropriate sources. 

 
 Linkage: Provide the ability to periodically link the limited information records with the database records 

so that the limited information records can be deleted if records have been added to the database from 
another source. 

 
 Deletion: Provide the ability to delete a limited information record if the neoplasm is found to be non-

reportable. 
 

 Management Information: Provide the means to identify disposition of limited information records and 
provide appropriate management reports. 

 
5.5.2.9. Standards for Parameter File Updates 
 
5.5.2.9.1. Definition 

 
These files contain changes or updates to parameter files used for batch and online editing as well as other 
system functions, including table variables and population denominator files (see Section 4.1.1.). Examples 
include tables of valid race codes with their natural language meanings, and tables of reporting facilities with 
their reference dates. 
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5.5.2.9.2. Required File Processing Functions 
 

The system MUST provide the means to input files; update the appropriate edit tables; and receive online 
additions, changes, and deletions to parameter tables. 
 
 
5.6. OUTPUTS 
 
5.6.1. Introduction 
 
In addition to analytical reporting covered in Chapter 4 and input processing covered in Section 5.5.2., the 
central registry’s computer system SHOULD be able to provide several different types of outputs, including: 
(1) management reports that allow for monitoring of the database and central registry operations; (2) standard 
reports to give feedback to or request information from reporting sources; and (3) output that responds to ad 
hoc queries from quality control operations, management staff, and others. 
 
5.6.2. Standards for Management Reports 

 
The central registry SHOULD produce management reports with a frequency that will enable monitoring the 
operations of the registry. Examples of possible reports include tables presenting the: 
 

 Number of records reported for each reporting facility and for other sources of records (such as DCO 
cases or physician-only cases) by month and year of admission (or, for DCO cases, month and year of 
death.) 

 
 Difference between the number of records expected from each reporting facility and the number received. 

By ordering the table in descending order with the facility with the largest deficit on top, this report helps 
to allocate registry resources to the area with the greatest impact. 

 
 Records from all reporting sources by month and year of diagnosis. 

 
 Distribution of incidence by year of diagnosis by site for comparison with other registries. 

 
 Number of records by process completed (e.g., number inspected or visually reviewed, number in 

suspense, etc.), by date received in the central registry to monitor workflow. 
 

 Interval between diagnosis date and date abstracted, and between diagnosis date and the date the record 
was entered in the central registry system, by facility, to show timeliness of abstracting. 

 
 Status of follow-up by facility and by diagnosis year, and for subpopulations of interest (e.g., specific age 

groups) for central registries collecting patient follow-up. 
 
Other possible reports are described throughout Chapters 2 and 3. 
 
5.6.3. Standards for Reports to Facilities 

 
The central registry’s data processing system SHOULD enable a variety of routine reports for all facilities 
submitting records to the registry. These reports can be transmitted to the facilities electronically or in 
hardcopy form (see Section 4.3.1. for more detailed discussions of types of reports). 
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5.6.3.1. Reports for Monitoring Workflow and Completeness 
 

To provide information to the reporting facilities about their caseload, or about their reporting completeness, 
reports such as the following are useful: 
 

 Immediate acknowledgment of the central registry’s receipt of a record submission (e.g., date and number 
of records received) so that the facility can verify that its records were received and were readable. 

 
 A table presenting the number of records from that facility by month and year of admission. 

 
5.6.3.2. Comparison Data 

 
The central registry’s system SHOULD have the capability to produce appropriate reports of comparison data 
(see Section 4.3.1.) for facilities to use in their own registries’ annual reports. 
 
5.6.3.3. Requests for Information From Facilities and Physicians 

 
The central registry computer system SHOULD facilitate requests for additional case-specific information 
from the reporting facilities by generating reports such as the following: 
 

 Computer-generated letters addressed to the facilities or physicians requesting patient-specific 
information for death certificate follow-back. 

 
 Computer-generated letters addressed to physicians requesting information on patients identified through 

the screening of pathology laboratory reports of patients who were not seen in reporting facilities. 
 

 Computer-generated letters to facilities, physicians, and patients requesting follow-up, and computer-
generated letters including lists of patients to hospitals requesting follow-up information (when follow-up 
is performed by the central registry). 

 
5.6.4. Standards for Ad Hoc Queries 

 
The system MUST allow for easy routine querying of the database by management and quality control staff at 
the central registry, without programmer intervention. 
 
The results from ad hoc queries may take the form of interactively displayed reports on the screen or printed 
output.  
 
5.6.4.1. Listings 

 
The system SHOULD provide listings of records in the database that meet specified criteria and can be sorted 
by the user. On a screen display, the user SHOULD have the ability to scroll through the rows. As an 
example, in resolving linkage problems manually, it often is necessary to query the database using alternate 
spellings, phonetic compression, or incomplete values for given fields and to review the records retrieved. 
 
5.6.4.2. Patient-Primary Site-Admission Displays 

 
The system MUST be able to display all the data values that are stored for a specific patient, primary site, or 
admission. 
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5.6.4.3. Frequencies 
 

The system SHOULD allow for the easy output of frequencies or counts by any variable or combination of 
variables. To prevent users who do not fully understand the organization of the data from obtaining 
misleading results, it is useful to require that the user provide answers to a series of questions before the count 
is generated, specifically: 
 

 Should the results be limited to a certain time period? 
 

 Should the results count patients, incidence, or hospital reports? 
 

 Should the results include in situ diagnoses, invasive diagnoses, or both? 
 

 Should the results be limited to residents of the registry’s coverage area? 
 

 Should DCO cases be included? 
 
 
5.7. RECORD LINKAGE 
 
When data are added to the central registry database, whether adding data to an existing record or adding new 
records, an accurate record linkage mechanism is needed to ensure that the additional data are correctly 
associated with the existing record(s). Efficient record linkage procedures on the same individual and the 
same tumor are essential, as central registries often receive multiple reports for the same person and tumor 
due to multiple reporting sources. If a record is added to the database without adequate checking for 
redundancy, this will generate duplicate patients or tumors in the registry’s database, and overcounts will 
occur. However, if distinct records are linked together mistakenly, this will result in undercounting patients or 
tumors.  
 
These overcounts and/or undercounts diminish the quality of the registry and result in inaccurate counts and 
rates being generated. Statistically speaking, an erroneous record linkage increases the type I and type II 
errors that are associated with it (the probability of accepting a match given it is the wrong match and the 
probability of rejecting a match given it is a true match, respectively). 
 
5.7.1. Types of Record Linkage 
 
Regardless of the type of linkage being run, the key fields used for the record linkage should be assessed for 
quality before use in the linkage, to ensure that they are reliable. Items such as name, sex, social security 
number, phonetic comparison indices, date of birth, or county of residence can be used for record linkage at 
the patient level. Additional information, such as address, can be used to determine match status for 
questionable matches that need to be reviewed manually. Checks for consistency in coding conventions 
between the files for the fields being compared should be performed (e.g., M, F, and U versus 1, 2, and 9 for 
the coding of sex). Data formatting in the files being compared also should be standardized, so that variants in 
punctuation, spacing, and case will not cause matches to be missed. For example, “Van Houten” and 
“Vanhouten,” or “O’Hara” and “Ohara” can be standardized to “VANHOUTEN” and “OHARA” to eliminate 
non-matches due to irregularities in data entry. 
 
Although probabilistic linkage often is recommended over deterministic methods for all linkages—and in 
particular when coding errors, reporting variations, missing data or duplicate records exist in the data being 
linked—deterministic methods sometimes are more feasible to implement. Central registries can achieve 
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accurate, efficient patient linkage using record linkage that is performed deterministically, probabilistically, or 
using a combination of both approaches.  
 
5.7.1.1. Deterministic Linkage 
 
A deterministic record linkage involves the comparison of two records on several key fields (e.g., social 
security number, last name, first name, etc.). Two fields are considered a match only if their values are 
identical.  
 
However, slight variations often exist in the data between the two files for the same fields, or fields are 
missing from one of the files. These variations would prevent a match from being identified via deterministic 
linkage. The deterministic linkage algorithm is pre-defined, and results in either a match or non-match. It is 
good for use in production environments, and can be easily incorporated into a data system. However, it may 
miss a significant number of true matches due to variations within the data being linked. 
 
Deterministic record linkage is best suited for the linkage of files that contain no errors and no missing data. 
However, there are some approaches that will increase the effectiveness of the deterministic matching 
process. Matching on partial fields (e.g., the last 4 digits of the social security number or the year component 
of the date of birth) may help find matches that would be overlooked due to variations in the remaining 
components of the fields. 
 
Performing multiple passes of linkages also can improve deterministic linkage results. Multiple passes 
involve specifying a specific set of matching variables, running the linkage, isolating all identified non-
matches, running a subsequent linkage with different matching variables on the remaining non-matches, and 
repeating this process until the number of non-matches is pared down to only true non-matches. 
 
In addition, algorithms can be developed that run against deterministic linkage results from the matching of 
multiple individual fields to determine the overall match status for a pair of records. These algorithms 
commonly take into account the match/non-match status on different groupings of specific fields to determine 
whether the record pair is a true match. For example, an algorithm might specify that a record pair is a true 
match if the last and first name, and social security number match, or if the first name, last name and sex 
matches and date of birth is +/- 4 years, etc. Or, an algorithm might generate a score for the potential record 
pairs based on the results across multiple matching fields, and automatically assign match status based on the 
score a record pair receives. Many production environments, such as those used for central registry patient 
linkage, commonly employ a deterministic approach in combination with such algorithms.  
 
5.7.1.2. Probabilistic Linkage 
 
A probabilistic record linkage also involves the comparison of two records on several key fields; however, in 
this case a probability is estimated that two records represent the same person (match versus non-match). The 
probabilistic linkage process involves finding the records in one file that appears to match records in the other 
file and calculating a linkage score that indicates, for any pair of records, how likely it is that they both refer 
to the same person. 
 
The total score for a linkage between any two records is the sum of the scores generated from matching 
individual fields. The score assigned to the matching of an individual field is determined by the probability 
that the fields agree given that a comparison pair is a match (M probability; similar to sensitivity), and 
reduced by the probability that the fields agree given that a comparison pair is not a match (U probability; 
similar to specificity). Agreement between the fields argues for linkage (and results in a higher score); 
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disagreement argues against linkage (and results in a lower score). Full agreement between the fields results 
in a higher score than partial agreement. Some types of partial agreements are stronger than others.  
 
Deterministic linkages only compare fields of the two records being matched; the remainder of the 
information in the files being linked is disregarded. Probabilistic linkages, on the other hand, can take 
advantage of information available from the data files being linked when comparing the two fields being 
matched. For example, the probabilistic algorithm can take into account the distribution of the last names in 
the data files being linked when generating the linkage score, enabling the linkage score to be value specific; a 
match on the more frequent name of “Jane” would result in a lower score than a match on the less frequent 
name of “Janiqua.” Probabilistic scores also are field specific; a match on a field such as birth date would 
result in a higher linkage score than a match on the field of sex, because date of birth is more specific than 
sex. 
 
Probabilistic record linkage involves such a large number of comparisons between the files being linked that 
probabilistic linkage of large files can require a considerable amount of time and computing resources. 
Blocking is an initial probabilistic linkage step that reduces the number of record comparisons between files. 
Blocking involves sorting and deterministically matching two files by one or more “blocking” variables, and 
subsequently making the probabilistic comparisons only between the records that matched on one or more of 
the blocking variables. Last name, first name, social security number, and date of birth are common blocking 
variables. The main objective of blocking is to exclude very unlikely record pairings from the resource-
intensive probabilistic comparisons to save both time and computing resources.  
 
5.7.2. Phonetic Systems 
 
A phonetic system also may be applied to the name-matching fields to reduce the number of matches missed 
due to variations in spelling, typographical errors, and misspellings of the name fields between two records 
being linked. Phonetic coding involves coding a string based on how it is pronounced. There are two main 
phonetic coding systems that are commonly used, Soundex and NYSIIS. 
 
Soundex is the oldest, most widely accepted phonetic coding system; it is more than 120 years old and was 
first applied to 1880 census data. The Soundex phonetic code for a name consists of a letter followed by three 
numbers—the letter is the first letter of the name, and the numbers encode the remaining consonants. 
Additional letters are disregarded. Zeroes are added to the end of the code, if necessary, to produce a  
4-character code. For example, the name Washington is coded W-252 (W, 2 for the S, 5 for the N, 2 for the G, 
remaining letters disregarded). Generating a Soundex code is simple and fast. 
 
The NYSIIS was developed in New York State in 1970 and has become very widely used. NYSIIS maps 
similar phonemes to the same letter and unlike Soundex, maintains relative vowel positioning. One advantage 
of NYSIIS is that it generates a string that can be pronounced by the reader without decoding. For example, 
the name Deborah Walker is translated to DABARA WALCAR. NYSIIS is an improvement over the 
Soundex algorithm in that it is more distinctive. Names are more likely to have the same Soundex than the 
same NYSIIS. NYSIIS has a reported accuracy increase of 2.7 percent over Soundex. Studies suggest that 
NYSIIS performs better than Soundex when Spanish names are used. However, because Soundex is less 
distinctive, it may bring more pairs for comparison together. 
 
Using phonetic coding when deterministically linking name fields softens the rule that the name fields must 
match exactly and will help to link records for the same person that would not have been linked by 
deterministically matching on the original name field. 
 



Standards for Cancer Registries Volume III: 
Standards for Completeness, Quality, Analysis, Management, Confidentiality and Security of Data 

 

108  Chapter 5: Data Management 

5.8. LINKING PATIENTS VERSUS LINKING TUMORS 
 

Multiple records submitted for the same patient need to be linked. Records that describe the same tumor must 
be identified so that they can be consolidated, and records describing different neoplasms for the same patient 
need to be stored as separate tumors. The task of tumor linkage and consolidation is hard to fully automate; it 
involves comparisons of many fields, such as primary site, histology, and the date of diagnosis. Nuances 
associated with assigning morphology and the ambiguous terminology rules used in determining the date of 
initial diagnosis can make this procedure so complex that it may require manual intervention (see Section 
5.9.).  
 
5.8.1. Software 
 
Many commercial probabilistic record linkage software packages are available for purchase and use by 
central cancer registries. An alternative to commercial software is Link Plus, a stand-alone, probabilistic 
record linkage program available free of charge from the CDC/NPCR website: (www.cdc.gov/cancer/npcr/). 
Link Plus was designed specifically for cancer registry linkages and accepts NAACCR-formatted files, fixed-
width, and delimited files.  
 
Regardless of the program used for linkage, the efficiency of the program is a key feature. Ease of use also is 
important, especially if the central registry does not have a record linkage expert on staff. Faster, more 
efficient linkage processes allow for more linkages to be conducted at less cost and reduced staff time, 
resulting in more accurate counts in the data and more time for increased utilization of cancer registry data.  
 
5.8.2. Standards 

 
The central registry MUST have an effective record linkage system for linking patients and neoplasms. 
Record linkages can be carried out manually, by computer, or by a combination of both. Well-funded central 
registries can afford the employees necessary to manually link their tumor records. However, for large or 
under-funded central registries, this is an impossible task. With advances in computing technology and 
resources, computerized tumor (neoplasm) linkage is likely to become more practical for all central registries, 
regardless of size or available resources.  
 
Although currently there are no standards established for linkages, reference should be made to reports of the 
NAACCR’s Record Consolidation Committee (see current list of reports and tools on the Standards Section 
of the NAACCR website at www.naaccr.org). 
 
 
5.9 DATA EDITING 
 
Data editing is an essential aspect of the central registry’s overall data management. Data quality edits are 
discussed in Section 3.1.4.4. The electronic NAACCR EDITS Metafile includes the standard single and inter-
field edits of all major cancer registration standard-setting organizations and can be downloaded from the 
NAACCR website (www.naaccr.org/standards/volumeiv).  
 
5.9.1. Standards 
 
The central registry system SHOULD employ a complete set of standard edits to evaluate a registry database 
on file. One way to conduct the evaluation is to use the NAACCR EDITS Metafile. Edits SHOULD be 
applied as physically close to the information source as possible, and as temporally close to the collection of 
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the data as possible. In addition to a standard edit set, central registries (e.g., NAACCR Call for Data) are 
required to employ a call for data edit set (e.g., NAACCR Call for Data metafile) prior to file submission. 
 
Data editing MAY be performed interactively, as a batch process, or both, and MUST be applied at several 
points in the data flow to: (1) tumor records, before submission to the central registry; (2) newly submitted 
tumor records before they are linked against the central registry database; (3) database tumor records after 
linkage; and (4) database tumor records after consolidations, corrections, or any other changes have been 
made. 
 
The central registry’s edits MUST allow for over-ride flags for situations in which the edit identifies a rare 
condition that needs review but may be correct. The over-ride flag prevents the condition from continuing to 
be identified as an error. 
 
In error reports and discussions with abstractors and coders, it MAY be helpful to label data failing edits that 
might require over-ride flags as “inconsistencies” rather than “errors,” because the data are not necessarily 
incorrect. 
 
The NPCR has developed the EDITS software tools to help with the writing, implementation, and publishing 
of standard edits. EDITS is a freeware utility suite supported by the NPCR and includes an edit-writer 
application (EditWriter3), an application program interface (API), and a generic driver program that 
incorporates the EDITS API (GenEdits Plus). EditWriter3 is used to write and distribute edits and edit sets via 
the EDITS Metafile. GenEDITS Plus is used to apply edits to data files using the metafile produced by 
EditWriter3. The API can be used with various database management systems for real-time validation of 
cancer data using the edits provided in the metafile. NPCR EDITS software can be downloaded from the 
NPCR utilities website (www.cdc.gov/cancer/npcr/tools/edits/). 
 
 
5.10. RECORD CONSOLIDATION 
 
Consolidation refers to the process of reconciling or compiling data obtained from more than one source on 
the same person or tumor. The sources MAY include multiple abstracts from hospitals, radiation therapy 
centers, or other providers, or they can include information from death certificates or from other registries. 
Values for the same data item, patient, and tumor may be identical from each source, but they also may be 
contradictory or complementary. A large task of the central registry SHOULD be to prepare a composite set 
of values for each patient and tumor, incorporating information from a variety of sources. This composite set 
of values then can be stored and managed in a variety of ways, either as a separate consolidated record, or 
with the individual values in different records flagged as those to be used for the consolidated record. In any 
case, the original records always SHOULD be kept intact. 
 
It is important to recognize the difference between record consolidation and the identification of multiple 
tumors for the same patient. In addition, it should be emphasized that record consolidation is distinct from and 
subsequent to tumor linkage, although both operations MAY be performed nearly at the same time during an 
automated or manual process. More resources on record consolidation are available from the Registry 
Resources Section on the NAACCR website (www.naaccr.org).  
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Examples: 
 
Hospital A: 

Name:    SMITH JOHN FITZGERALD 
Date of Birth:    2/10/27 
Social Security Number: 999-99-9999 
Date of Diagnosis:  3/99/07 
Text:  Carcinoma of the colon diagnosed March of 2007 by biopsy 

elsewhere, treated at Hospital A by sigmoid colectomy on 4/15/07. 
 
Hospital B: 

Name:    SMITH JACK 
Date of Birth:   10/2/27 
Social Security Number:  123-45-6789 
Date of Diagnosis:  2/6/07 
Text:     Biopsy of the sigmoid colon on 2/6/07 showing adenocarcinoma. 

 
Death Certificate: 

Name:    SMITH F. JOHN 
Date of Birth:    2/10/27 
Social Security Number:  123-45-6789 
Date of Death:    9/12/07  
Cause of Death    153.9 (Malignancy of the colon) 

 
Record From Neighboring State/Province/Territory Registry: 

Name:    SMITH JOHN F 
Date of Birth:   2/10/27 
Social Security Number:  999-99-9999 
Text:  Patient presented to our facility on 5/1/07 with a diagnoses of T3 N2 

M0 colon cancer. He had been diagnosed 2 months prior at another 
facility. Patient was seen at Major University Medical Center for 
chemotherapy. Start date was 5/5/07. 

 
Once the linkage process has determined that the four records above are for the same person and tumor, the 
central registry needs a mechanism for categorizing this case, as follows: 
 

Name:    SMITH JOHN FITZGERALD 
Social Security Number: 123-45-6789 
Date of Birth:   2/10/27 
Date of Diagnosis:  2/6/07 
Primary Site:   C18.7 (Sigmoid colon) 
Histologic Type:  8140/3 (Adenocarcinoma) 
Date First Course Treatment: 4/15/07 
First Course of Treatment: Surgery, chemotherapy 
Age at Diagnosis:  66 
Survival Time:   7 months 

 
The system also needs to determine the correct name and date of birth, or select a name and date of birth to be 
used in further linkage, analysis, and reporting. For some data items, especially those used in patient linkage, 
it is desirable to store all different values obtained for the patient so that future linkage attempts are more 
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likely to be successful. For other items, especially those related to tumor characteristics (primary site and 
histology) or those used for subsequent calculations (e.g., date of birth, diagnosis for calculation), it is 
important to establish one value to be used in analysis. Some central registries have found it helpful to store 
separately all values that have ever been submitted, so that the system can reproduce a record as it was 
originally submitted by a facility. 
 
5.10.1. Standards 
 
Standards for item-specific consolidation rules, either for computer application or for manual application, 
have not been developed but many existing systems can be used as models (e.g., CRS Plus™ - TLC function). 
Some general principles include: 
 

 Where it can be ascertained (in a cost-effective manner), the best, or true, value for each item is the one 
that SHOULD be retained. 

 
 The system SHOULD perform automatic consolidation whenever possible and produce a report of the 

computer’s actions for manual review, but also SHOULD be able to identify instances where the 
consolidation algorithm cannot determine the correct value. 

 
 Known values SHOULD be preferred over unknown values and more specific values SHOULD be 

preferred over less specific values. However, this rule should be applied with caution, because existing 
but invalid values are no better than missing values. For example, a social security number of 111-11-
1111 is no better than a missing social security number. Moreover, the incorrect number can create 
problems in linkage projects. 

 
 Consolidation SHOULD take into account the sequence of events, the class of case, and the type of 

reporting source.  
 

 Consolidated values for tumor characteristics (e.g., primary site) SHOULD NOT contradict reliable text 
information concerning staging and the treatment of cancer (e.g., it is improper to consolidate primary site 
to C049 - Floor of the Mouth, NOS when the surgery text indicates tonsillectomy).  

  
 
5.11. GUIDELINES FOR PROCESSING FOLLOW-UP, CORRECTION,  

AND DELETION TRANSACTIONS 
 
The central cancer registry database is dynamic; the data are never final and a data set is never really closed or 
frozen in time. Tumor records continuously are added, changed, and deleted as long as the registry continues, 
even after patients have expired and the data have been included in reports. The central registry’s system will 
need to process follow-up, correction, and deletion transactions. NAACCR has two record layout types that 
can be used to transmit corrections for follow-up to data already submitted. The Update/Correction record 
(record type U) is a short format record, and the Modified record (record type M) transmits the entire tumor 
record (see NAACCR’s Standards for Cancer Registries Volume I: Data Exchange Standards and Record 
Description). Good data collection software for abstractors automatically will generate correction records for 
the central registry when changes are made to the local database. Ideally, the central system should handle 
these automatically; however, some problems arise when conducting automatic updating, especially when 
combining data from multiple hospitals and multiple software systems.  
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5.11.1. Potential Problems With Automated Updates 
 
5.11.1.1 Keeping the Different Datasets Synchronized 
 
If review of hospital data is performed centrally and some data items are accepted while others are not 
accepted or modified, then the hospital needs to be notified about the changes and strongly encouraged to 
accept the modifications. Otherwise, as the two datasets (hospital registry and central registry) diverge, the 
quantity of information requiring review becomes very large, and the central registry will repeatedly review 
information that already has been reviewed. Some software systems generate datasets of corrections to 
transmit to the central registry that include the entire tumor record but do not identify the specific field(s) that 
was (were) updated. When software generates updates that identify only the fields that have been updated 
recently, the quantity of reviewing can be greatly reduced. This requires extensive cooperation with all of the 
software suppliers. 
 
In any case, it is very important to have a mechanism for reporting back to the hospitals any updated 
information or modifications to their data. This can be done through a printed report or automatic update file. 
 
5.11.1.2. Software Differences 

 
Different hospital software systems can create discrepancies that require review. When hospitals reporting to 
the central registry use the same software, the problems can be simplified, and the quantity of changed tumor 
records requiring review is smaller. In those instances for which different software packages are being used, 
the central registry will have to develop procedures to reduce the volume of review workload. 
 
5.11.1.3. Data Ownership 

 
Proprietary ownership of data between the hospital and central registry is complex (see Section 6.3.2. for a 
discussion on release of registry data). 
 
5.11.1.4. Standards 

 
NAACCR standards for correction and deletion transactions have not been established. The central registry 
needs to seek a balance among quality level, resources, money, and time to best reach the goals of the 
registry. There are no simple answers, and there is no single solution to all problems. Procedures MAY vary 
by the type of data being changed. 
 
5.11.1.5. Follow-Up Items 

 
Items such as Date of Last Contact, Vital Status, Tumor Status, and Autopsy can be handled easily by the 
computer and generally cause few problems for review and/or quality control. Occasionally, an inconsistency 
occurs, such as a death date reported as earlier than a reported date the patient was alive. The computer easily 
identifies these inconsistencies and the transactions can be reviewed and resolved by quality control staff. 
 
5.11.1.6. Changing From an Unknown Value to a Known Value 

 
Changing from an unknown to a known value for items such as Zip Code or Race easily can be handled by 
computer. There are a few items that SHOULD NOT be automatically updated, such as Cause of Death, 
because this represents the official cause of death as assigned by the vital statistics agency. These transactions 
SHOULD be reviewed by quality control staff. These changes are a relatively small percentage of all updates. 
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Generally, the reverse is not allowed (i.e., automatically updating from a known value to an unknown value 
for items such as a social security number). When such a change is necessary, it SHOULD be reviewed 
manually by quality control staff. 
 
5.11.1.7. Changes to Variables Used for Linkage 

 
When a hospital submits changes involving fields that are used for linkage, such as Patient’s Last Name, these 
have to be handled carefully. Making these corrections manually is the safest method, allowing for review by 
quality control staff. If the changes are made automatically, there is a risk of having information on two 
tumors or two individuals confused, unless the changes are made in the correct order, depending on the timing 
of the relinking procedures of the computer system. 
 
5.11.1.8. Significant Analysis Variables 

 
For critical items such as Primary Site, Morphology, and Collaborative Stage, manual review of the changes 
by quality control staff is recommended. Either the proposed changes or the current values can be listed for 
manual review and correction, or the changes can be applied automatically and listed for subsequent review. 
Many central registries require that documentation be submitted with updates of this type to justify the 
proposed changes. 
 
5.11.1.9. Treatment and Physician Updates 

 
Treatment and physician updates are minimal but present the biggest problems in automatic updating. When 
changes and additions of treatment come from different hospitals, it often is difficult to determine if the 
treatment update represents the same treatment as that already stored in the database. For example, 
information on surgery may be submitted with a different day from that currently in the database or the date 
of treatment may be partly unknown or may be an estimate. When treatment information comes in from 
different hospitals and the treatment submitted is the same type or code and performed in the same month 
(from all of the hospitals), some of the cancer registry software vendors consider this to be the same 
treatment. Other vendors consider it to be a different treatment. A report of the treatments before and after 
updating can be reviewed for treatments that probably are the same but did not match because of date 
differences or code differences. 
 
Some registries do not allow any automatic updating of treatment. All treatment updates received are 
reviewed and central registry staff manually determine if an update of the tumor record is needed.  
Updating the Follow-Up Physician item can present problems. A software vendor can allow the hospital that 
is designated as the follow-up hospital to update the follow-up physician. Another method is to allow only the 
central office to designate the follow-up physician. 
 
5.11.1.10. Other Data Items 

 
Other data items usually are updated and then reviewed. Some central registries do not allow automatic 
updates except for basic follow-up items; all other changes are determined manually. 

 
 
5.12. LINKAGES WITH EXTERNAL FILES 
 
Linkage of the central registry database with non-registry files serves several purposes for the registry. For 
example, there may be external files that can provide follow-up for the central registry’s cases, or there may 
be special research studies requiring the linking of a cohort against the registry database. 
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5.12.1. Standards 

 
The central registry MUST develop the technical, procedural, and administrative capacity to perform linkages 
with external files.  
 
5.12.1.2. Linkage With Death (Mortality) Files 

 
Linkage with death files is a particular instance related to the general linkage problem, one that SHOULD be 
routinized in the central registry’s processes. This procedure usually is a batch process that compares the 
annual and monthly or quarterly death files from the vital statistics agency to the registry database. For 
positive matched records, the process becomes one of updating the registry files with the death information 
(see the discussion of updating in Section 5.10.). For possible matches, the system SHOULD generate reports 
for quality control staff to resolve manually. Non-matched deaths due to cancer require manual processing 
and a tracking system as described in Section 2.2.8.. Because both the death file and the registry file are 
dynamic, timing of the linkages is important.  
 
5.12.1.3. Other Files 

 
The system SHOULD be capable of linking other files to the registry for the purposes of obtaining patient 
follow-up and for special studies. 
 

 Follow-Up: The potential sources of follow-up data against which the central registry may be linked are 
listed in Section 2.2.12.. Linkage generally will involve a batch process of comparing the files and for 
positive matches, adding follow-up data to the registry. 

 
 Special Studies: Some research studies involve linking an external file to the central registry. Examples 

include linking a cohort against the central registry to determine the occurrence of cancer among the 
cohort, or linking another disease registry (e.g., an AIDS registry) against the central registry to ascertain 
the occurrence of cancer among individuals with AIDS. Confidentiality precautions MUST be followed 
stringently in all such investigations (see Section 6.3.). 

 
 
5.13. DOCUMENTATION 
 
Good documentation is an essential aspect of a well-designed system. It is necessary for system maintenance, 
training, quality control, and security; yet it often is incomplete and out of date. Documentation SHOULD be 
high among the registry’s priorities. 
 

5.13.1. Standards 
 

Adequate central registry staff and time MUST be provided to prepare and maintain high-quality, up-to-date 
system documentation.  
 
The system documentation SHOULD include a management-level, functional description of the system, 
including a comprehensive narrative and flow diagrams. In addition, manuals or subsets of the documentation 
SHOULD be produced for the system, as follows: 
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 User Manual: The user manual SHOULD describe the user interface with the input, processing, and 
output of the system. 

 
 Technical Manual: The technical manual SHOULD provide information to computer-trained personnel 

about the design and software of the system. It SHOULD contain system flowcharts defining major 
components of the system, definitions of individual programs, numerical analyses defining special 
calculations, definition of inputs and outputs, and definitions of reports. 

 
 Operator Manual: The operator manual SHOULD describe the database and security and recovery 

procedures for the system. It SHOULD contain error codes/messages and handling procedures, computer 
run instructions, definitions of file retention and backup procedures, and definitions of data security. 

 
Documentation SHOULD be available online as well as in hardcopy form. 
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CHAPTER 6: 

SECURITY AND CONFIDENTIALITY 

 
6.1. STRUCTURAL REQUIREMENTS 
 
It is the responsibility of every registry to protect its data from unauthorized access and release. The central 
registry’s Director MUST be responsible for data security. There SHOULD be a Chief Technology Officer 
who works directly with the registry Director to ensure data security. The central registry MUST maintain the 
same standards of confidentiality as customarily apply to the doctor-patient relationship; this obligation 
extends indefinitely, even after a patient’s death. Each central registry MUST comply with all applicable 
security procedures and practices of its parent organization. Confidentiality policies and procedures are 
required in all phases of central registry operations and MUST: (1) protect the privacy of the individual 
patient, (2) protect the privacy of the reporting sources, (3) provide public assurance that the data will not be 
abused, and (4) abide by any confidentiality-protecting legislation or administrative rules that may apply. 
 
There are many costs associated with the inappropriate release of confidential data. Inappropriate release of 
data could affect an individual whose diagnosis of cancer was made public. Support and cooperation of 
facilities submitting data to the central registry could be severely compromised. 
 
Aspects of confidentiality policies and procedures that relate to authorized use of and release of data are 
addressed in Section 6.3.2., Issues in Research, Reporting, and Release of Registry Data. 
 
Just as a written security plan is specified by this document, a written data confidentiality policy is necessary. 
As an alternative, the plan could be jointly titled “Security and Data Confidentially Policy/Plan.” This would 
appropriately denote the security’s primary goal of protecting confidentiality. 
 
6.1.1. Objectives 
 
The objectives of a security system SHOULD include: (1) establishment of security standards, (2) training of 
registry personnel in those standards, (3) adoption of policies and procedures to meet those standards, and  
(4) periodic update of policies and procedures as appropriate. 
 
6.1.2. Need To Protect Confidentiality 
 
Registry personnel work with confidential information, including patient identification and medical histories. 
Unauthorized disclosure of this private information is illegal and threatens the environment in which the 
central registry operates. The continuous transmission and processing of patient data inherent to registry 
operations makes the registry vulnerable to security lapses.  
 
Patient confidentiality MUST be protected. A risk assessment of the vulnerability of the central registry 
SHOULD be conducted and included in the central cancer registry’s security manual, as defined in Section 
6.2.2.. Such an assessment SHOULD identify potential threats from natural, human, and environmental 
sources as well as vulnerabilities due to weaknesses in security configuration, policy standards, procedures, 
and degree of compliance with both technical and non-technical requirements. 
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6.1.3. Legislation  
 
This section describes security legislation. Privacy legislation is covered in Section 6.3.2.. 
 
6.1.3.1. Definitions 
 

 Access: Individuals who have permission to see the electronic health information are able to access it 
when needed. 

 
 Confidentiality: The concept that data and/or information are protected from unauthorized persons or 

processes. Although the tumor reporting laws and regulations under which the registry operates may 
define patient-specific data as confidential, central registries also SHOULD treat any information that 
specifically identifies a health care professional or an institution as confidential. Information that 
characterizes the caseload of a specific institution or health care professional also SHOULD be 
considered proprietary and confidential. 

 
 Covered Entities (under HIPAA): Include health plans, health care clearinghouses, and health care 

providers that transmit health information electronically in connection with certain defined HIPAA 
transactions, such as claims or eligibility inquiries. Central cancer registries are not considered covered 
entities. 

 
 HIPAA: A law requiring, among other things, uniform federal privacy protections for individually 

identifiable health information.  
 

 Integrity: The electronic health information is what it is supposed to be, has not been changed by anyone 
who does not have permission to change it, and is an accurate representation of facts and events.  

 
 Public Health Authority (Under HIPAA): “An agency or authority of the United States, a State or 

territory, a political subdivision of a State or territory, or an Indian tribe, or a person or entity acting under 
a grant of authority from or contract with such public agency, including the employees or agents of such 
public agency or its contractors or persons or entities to whom it has granted authority, that is responsible 
for public health matters as part of its official mandate...Such agencies are authorized by law to collect or 
receive such information for the purposes of preventing or controlling disease, injury, vital events such as 
birth or death, and the conduct of public health surveillance, public health investigations, and public 
health interventions.” Central cancer registries are considered public health authorities because state laws 
mandate their duties. 

 
 Security or Security Measures: Encompass all of the administrative, physical, and technical policies and 

procedures that protect the confidentiality of the central cancer registry. 
 
6.1.3.2. Registry Operations Affected by Security Legislation 
 
The registry security operations affected by legislation include data collection, data storage, quality assurance, 
data access, and cancer related reports. Security legislation related to data release activities is described in 
Section 6.3.. 
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6.1.3.3. Legal Tools Relevant to Securing Data 
 
6.1.3.3.1. HIPAA  
 
The HIPAA Security Rule (45 CFR part 160 and Part 164, subparts A and C) requires that covered entities in 
the United States protect and control access to electronic health information.  
 
The HIPAA Privacy Rule addresses how all health information—whether the health information is in written, 
spoken, or in an electronic form—is used and disclosed. It creates minimum nationwide standards for making 
sure that an individual’s health information is kept private. This section focuses on the HIPAA Security Rule. 
 
Compliance with the Security Rule was required by no later than April 20, 2005, for all HIPAA-covered 
entities, except for small health plans, which had an extra year to comply. 
 
The Privacy Rule applies to the disclosure of protected health information by covered entities as required by 
law; state cancer registries are not covered entities. Public health reporting under the authority of state law is 
specifically exempted from HIPAA rules. The provision of the Privacy Rule authorizing disclosure of 
protected health information as required by law is an exception to the requirement for written authorization. 
 
Specific safety measures used to help protect and control access to electronic health information are described 
in Section 6.2.3.. Section 6.3. describes standards for confidentiality protection in data release. 
 
6.1.3.3.2. Interjurisdiction Data Exchange Agreements 
 
A legal agreement MUST be used when information concerning cancer patients, who are residents of one 
state, province, county, or country is exchanged between central cancer registries. For example, an interstate 
data exchange agreement MUST be used when information concerning cancer patients is exchanged between 
state central cancer registries. The following security provisions SHOULD be used: 
 

 Restrict access to cancer incidence data or identifiable information on a cancer patient or health care 
provider that was supplied under the terms of the agreement to anyone not employed in the direct 
operation of the recipient registry. Employees and contractors may include those involved in the 
processing, administration, quality control review, and the statistical surveillance of cancer incidence 
data. 

 
 Notify the exchange registry if, in the conduct of approved research or other activities, there is an 

unintended release of a cancer patient’s identifying information. Should such a release take place, the 
receiving registry MUST be notified in writing within 48 hours of the release of the data. 

 
6.1.3.3.3. Interagency Data Exchange Agreements 
 
Central registries may sign legal documents to facilitate receiving data from another organization. The legal 
documents often specify conditions for acceptable use of the data and/or restrictions on the data’s re-release. 
The registry MUST build both administrative and technical controls to ensure the registry’s future ability to 
comply with agreed-upon terms. For example, this could involve flagging data items in the registry’s data 
management system so that the registry knows how to handle the item when re-release situations arise. The 
included metadata also could be used to indicate that efforts should be made to collect the data item from a 
non-restricted source. 
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6.1.3.3.4. Veterans Health Administration Directive    
 
The Veterans Health Administration (VHA) has special restrictions for data security, use, and release. The 
specifications typically come in the form of a VHA Directive—which requires a data transfer agreement 
between the VHA and the central cancer registry—and a standing letter of request for data from the central 
cancer registry. 
 
6.1.3.3.5. Provincial/Territorial Health Information Protection Acts - Canada 
 
In recent years, many of the Canadian provinces/territories have established specific legislation to address the 
protection of health information. For example, in 2003, the Province of Saskatchewan enacted this type of 
legislation that must be interpreted and applied by the central registry. Registries must investigate their 
specific jurisdictions to ensure that they are aware of any applicable legislation or regulations that will impact 
operations.  
 
 
6.2. REGISTRY POLICIES AND PROCEDURES 
 
This section describes the development and use of security functions within operations, excluding information 
technology. 
 
6.2.1. Definitions 
 

 Appropriate Data Users: Persons not employed or contracted by the central registry who require access to 
confidential data. 

 
 Central Cancer Registry Security Manual: Hardcopy and/or electronic means of documentation for all 

security policies and procedures for the central registry.  
 

 External Consultant: Person(s) contracted to do work for the central registry who work at a different 
physical location than the central registry. 

 
 Incident Reporting Form: Means of recording security-related incidents. 

 
 Internal Consultant: Person(s) contracted to do work for the central registry who work at the same 

physical central registry location. 
 

 Personal Security Compliance Form: Documents participation in the Security Awareness Program. 
 

 Security Awareness Program: Education and training of all persons who have access to confidential data. 
 

 Security File: Place where a copy of security documentation is kept. 
 

 Staff Persons: Personnel who are directly employed by the central registry. 
 
6.2.2. Confidential Data Flow 
 
The flow of confidential cancer information occurs in many directions through various cancer registry 
operations. Data may be transmitted to many persons both inside and outside of the cancer registry. Strong 
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internal data (casefinding) and external data flow (analytic files) controls SHOULD be adopted to ensure 
confidentiality. 
 
These controls SHOULD ensure that confidential data only are transmitted or downloaded by a limited 
number of authorized persons. Internal data flow, including unencrypted e-mail transmissions or unencrypted 
files on a server, also SHOULD be included in these precautions. 
 
 
 
 
 
 
 
6.2.3. Access Control 
 
The goal of access control is to allow access by authorized individuals and devices to central registry data and 
to disallow access to all others. Such controls SHOULD include physical barriers/safeguards, security locks, 
an alarm system, and visitor control. A central registry MUST establish specific guidelines in managing the 
controls for data access. 
 
Registry data MUST be collected and stored in a physically secure place with strict access controls. 
Appropriate security measures MUST be in place at the physical location where data are stored. For example, 
a security guard on duty to control building access, card-key passes for access to designated offices, and card-
key passes at night and on weekends to prevent unauthorized intrusion to the facility at all entrances. All 
registry personnel SHOULD be required to wear a photo ID all of the time.  
 
A well thought-out fire plan SHOULD be enforced for rooms where data servers are located. 
 
6.2.4. Registry Staff Security Policies and Training 
 
The intent of staff security policy and training, hereinafter referred to as the Security Awareness Program, 
SHOULD be to reduce the risk of human error and misuse of cancer information to an acceptable level.  
 
Specific security roles and responsibilities MUST be documented. These roles and responsibilities include 
general responsibilities for all employees and contractors, as well as specific responsibilities for protecting 
cancer information and performing tasks related to security procedures or processes.  
  
A Security Awareness Program MUST be developed, implemented, and maintained that addresses the 
security education needs of all employees, contractors, and users as appropriate. 
 
All individuals who have access to cancer information MUST receive security awareness training to ensure 
that they are knowledgeable of security procedures, their role and responsibilities regarding the protection of 
cancer information, and the proper use of information-processing facilities to minimize security risks.  
 
At least annually, employees and users SHOULD sign a Personal Security Compliance Form documenting 
participation in the Security Awareness Program, which SHOULD be maintained as a hardcopy in a secure 
file. This declaration SHOULD remain in effect after cessation of employment. The central registry Director 
SHOULD maintain a list of staff members indicating the nature and extent of their access to registry data. 

 

 
Central Registry 

 
Submitters 

 

Appropriate Data 
Users 

  Data   Data 
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6.2.5. Consultant Security Policies and Training  
 
Internal users, including contractors, often have direct access to confidential data. Job definitions SHOULD 
include whether access to confidential information is required. Non-disclosure agreements SHOULD be used 
whenever necessary. The internal user is responsible for any disclosure of information in their care, and 
MUST ensure the necessary precautions are taken during and after access to confidential information.  
 
All registry staff SHOULD sign a Non-Disclosure and Data Confidentially Agreement annually. This 
document SHOULD include the need for annual security awareness training. It is important to be sure the 
annual review and confidentiality pledge include a thorough review of both the registry’s security and data 
confidentiality plans. As risks and threats to data continually change, the security and data confidentiality 
plans will routinely change. At times, it could be necessary for staff to review these materials more often than 
annually. 
 
6.2.6. E-mail, Fax, and Internet Use  
 
Electronic mail (e-mail) is the electronic equivalent of an open postcard. Information transmitted over the 
Internet passes as readable bytes available to anyone who can read them. As the traffic passes from one 
network to another, the probability of a user’s e-mail message being read increases. Additionally, if the 
message ends up in the wrong mailbox, one can unintentionally reveal information that should not be 
released. 
 
Confidential data MUST NOT be transmitted by any means (mail, telephone, fax, electronic) without the 
explicit authority from the director or a staff member to whom such authority has been delegated. Central 
registries SHOULD consider the use of registered mail, overnight mail, or courier services for confidential 
data and SHOULD consider separating names from other data for transmission. When using mail services, 
registries SHOULD use two envelopes, putting the confidential information in a separate tear-free envelope 
marked “Confidential,” with a contact telephone number enclosed in the mailing envelope.  
 
Central registries MUST prohibit sending patient information or passwords by e-mail and MUST NOT allow 
confidential or proprietary patient information or passwords to be included in email without encryption.  
 
Central registries SHOULD discourage sending confidential information by fax unless a secure fax line is 
available. Fax server software can be configured to create a facsimile transaction stored on a secure server 
such that the fax can be routed to the recipient’s confidential inbox, as opposed to receiving a fax over the 
main fax machine. In the event that a secure fax line is not available, the fax machine used for receiving 
confidential information SHOULD be located in a secure, limited-access area. 
 
Central registries SHOULD consider the use of pre-coded numbers to eliminate dialing errors, cover sheets 
so that data are not physically exposed, testing fax machines to ensure correct number and function, and 
clearing fax memory buffers after use to prevent recovery of confidential information. When 
sending/receiving a fax to/from reporting facilities in which confidential data are involved, registry personnel 
SHOULD use an official cover sheet, confirm the fax number before sending the fax, and obtain 
acknowledgment that the fax was received. 
 
Central registries SHOULD develop policies defining staff access to the Internet and authorized uses. 
Undesirable uses SHOULD be listed and discouraged. Workstations and laptops that have Internet 
connections SHOULD be continuously inventoried, locked, and controlled. 
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If the central registry provides Internet access, then security systems such as an intrusion detection system 
(IDS) and other measures SHOULD be maintained (see Section 6.4.). 
 
6.2.7. Media Disposal 
 
Central registries MUST establish appropriate disposal procedures for both electronic and paper-based media. 
Designated personnel MUST be charged with media-disposal responsibilities to ensure accountability and 
promote compliance with disposal policies. Such policies MUST prohibit employees from discarding media 
containing sensitive information along with regular garbage to avoid accidental disclosure. Registries MUST 
use paper/media shredders onsite or use collection and disposal services to ensure that the media are rendered 
unreadable and unlikely to be reconstructed. Registries that contract with third parties SHOULD use care in 
selecting vendors to ensure adequate employee background checks, controls, and experience. Contracts with 
third-party disposal firms SHOULD address acceptable disposal procedures. The disposal of registry 
information in the United States SHOULD meet the requirements of the HIPAA 501(b) guidelines. 

 
Computer-based media present unique disposal problems. Policies and procedures SHOULD 
comprehensively address all of the various types of electronic media in use. Residual data frequently remain 
on media after erasure. Because these data can be recovered, additional disposal techniques SHOULD be 
applied to sensitive cancer records. Physical destruction of the media, for instance by subjecting a compact 
disk to microwaves, can make the data unrecoverable. Additionally, data sometimes can be recovered after 
overwriting. Overwriting may be preferred when the media will be re-used. Central registries SHOULD base 
their disposal policies on the sensitivity of the information contained on the media and, through policies, 
procedures, and training, ensure that the actions taken to securely dispose of computer-based media 
adequately protect the data from the risks of reconstruction. Management SHOULD log the disposal of 
sensitive media, especially computer-based media. Logs SHOULD record the party responsible for 
performing disposal as well as the date, media type, hardware serial number, and method of disposal. 
 
6.2.8. Internal Auditing 
 
Central registries MUST establish policies and procedures to conduct internal IT security audits on a periodic 
basis. The primary role of the internal IT audit staff is to assess independently and objectively the controls, 
reliability, and integrity of the IT environment within the registry. These assessments can help maintain or 
improve the efficiency and effectiveness of the registry IT risk management, internal controls, and security. 
The parent organization may fulfill this function. 
 
Internal auditors SHOULD evaluate IT plans, strategies, policies, and procedures to ensure adequate 
management oversight. Additionally, they SHOULD assess the day-to-day IT controls to ensure that 
transactions are recorded and processed in compliance with acceptable accounting methods and standards and 
are in compliance with policies set forth by management. Auditors also SHOULD perform operational audits, 
including system development audits, to ensure that internal controls are in place, policies and procedures are 
effective, and registry personnel operate in compliance with approved policies. Auditors SHOULD identify 
weaknesses, review management’s plans for addressing those weaknesses, monitor their resolution, and report 
material weaknesses. 
 
6.2.9. Disclosure Accounting 
 
Failure to observe the confidentiality policies MUST result in firm disciplinary action, including potential 
termination of employment. Some circumstances MAY warrant legal action against central registry staff 
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members who fail to comply with the registry’s confidentiality policies. Depending on the jurisdiction, there 
also MAY be criminal penalties for failure to maintain the required confidentiality. 
 
Formal incident or malfunction reporting and response procedures MUST be established to define the actions 
to be taken when an incident occurs. Compliance with the disclosure accounting policy is mandatory. The 
following SHOULD be included: (1) symptoms of the problem, (2) any messages displayed, and (3) the risk 
level of the violation. 
 
The source SHOULD be isolated, if appropriate, until the problem has been identified and resolved; the 
incident MUST be reported immediately to the appropriate manager. 
 
Feedback mechanisms MUST be implemented to ensure that individuals reporting incidents are notified of 
the results after the incident has been resolved and closed. 
 
An incident management process MUST be established to track the types and volumes of security incidents 
and malfunctions. This information will be used by the appropriate manager to identify recurring or high-
impact incidents and record lessons learned. This may indicate the need for additional controls to limit the 
frequency, damage and cost of future incidents. This information also SHOULD be taken into account in the 
policy review process. 
 
All users MUST know the procedure for reporting security incidents, threats, or malfunctions that may have 
an impact on the security of cancer registry information. All staff and contractors MUST report any observed 
or suspected incidents to the appropriate manager. Approaches to incident management MUST be 
documented and procedures MUST be clearly identified to ensure responsibilities are defined, resulting in a 
prompt and organized response to security incidents.  
 
Incident response procedures MUST be clearly identified to promote effective response to security incidents. 
They also MUST include procedures for information system failure, denial of service, disclosure of 
confidential information, and compromised software systems. 
 
Practicing and drilling on incident response procedures is important. “Security work” in general involves 
three major areas: (1) prevention, (2) detection, and (3) response. A sound plan needs to attend to all three 
areas and not concentrate too heavily on prevention and the use of information systems technologies. 
 
6.2.10. Corrective/Disciplinary Action 
 
Each employee/contractor MUST understand his/her role and responsibilities regarding information security 
issues and protecting confidential data. Any compromise or suspected compromise of this policy MUST be 
reported to the appropriate management, as required by this policy. 
 
Access authorization for user accounts involved in a compromise may be suspended during the time when a 
suspected violation is under investigation.  
 
Areas where compliance with the policy requirements is not met SHOULD be documented and a plan 
SHOULD be developed to address the deficiencies. 
 
Managers and supervisors MUST ensure that all security processes and procedures within their areas of 
responsibility are followed.  
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6.2.11. Registry Security Policy Manual 
 
A registry security policy manual MUST be developed containing all security policies and procedures for the 
registry. This manual SHOULD be the basis for security training for users/contractors. The manual and 
supporting policies and standards SHOULD be reviewed on an annual basis, at a minimum. 
 
 
6.3. DATA USE AND RELEASE 
 
6.3.1. Definitions 
 

 Data User Agreement: An agreement signed by data users that specifies the appropriate and inappropriate 
use of the data, usually specifying that the data user will not re-release the data to other individuals and 
not attempt to re-identify the records.  

 
 De-Identified: A record for which direct identifiers such as name, address, and social security number, as 

well as indirect identifiers such as street address, have been removed. 
 

 Disclosure Risk: The risk that an individual on a data file or in summary statistics will be identified and 
have confidential information disclosed.  

 
 Individual Level Data: Data in which each record represents one patient or tumor. 

 
 Public Use File: Data file of individual–level, de-identified data that are accessible by a member of the 

general public without an application process or data user agreement. 
 

 Restricted Access File: Data file of individual level de-identified data that is accessible only after an 
application and review process and/or with a data user agreement. 

 
 Summary Statistics: Data in tabular form, in which the cells of the table are counts of cancer cases/deaths, 

rates, or other summary measures. 
 
6.3.2. Issues in Research, Reporting, and Release of Registry Data 
 
Confidentiality is the cancer registry’s responsibility to the patients whose data are in the database and is of 
paramount concern to all cancer registries. There may be no greater threat to the operation and maintenance of 
a cancer registry than an actual or perceived breach of confidentiality. In fact, an actual or perceived breach of 
confidentiality in one registry may threaten all registries. 
 
This section reviews the elements of a comprehensive confidentiality policy that relates to research uses, 
reporting, and release of cancer data. See Section 2.1.1.5. regarding standards for confidentiality and 
disclosure of data. See Appendix I for a copy of the NAACCR Policy Statement 99-01: Confidentiality. 
 
Maintaining patient confidentiality while collecting and using high-quality data presents significant 
challenges. The Annotated Bibliography on Confidentiality Protection in Data Release developed by the 
NAACCR Confidentiality Subcommittee of the Data Use and Research Committee can be found at 
www.naaccr.org/confidentiality/index.asp. This document may be used to develop and maintain policies and 
procedures concerning data confidentiality. 
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The HIPAA Privacy Rule governs the use and disclosure of some health-related information. This federal law 
clearly defines the covered entities to which the Privacy Rule applies (i.e., a health plan, a health care 
clearinghouse, or a health care provider). 
 
Because U.S. central cancer registries do not perform any of these functions, they generally are not covered 
entities and the HIPAA Privacy Rule governs neither their activities nor the information that they hold, 
including the release of registry data. A HIPAA frequently asked questions (FAQ) document has been 
developed for registries and can be found on the NAACCR website: www.naaccr.org. This FAQ document is 
updated as necessary to reflect ongoing interpretations and revision to these rules. 
 
6.3.2.1. Definition of Confidential Data 

 
In terms of patient-specific data, confidential data are any information that would allow public identification 
of the cancer patient or would disclose information about the cancer patient that would otherwise be 
considered private or protected from disclosure by law. Although the tumor-reporting laws and regulations 
under which the central registry operates may define only patient-specific data as confidential, registries 
SHOULD consider any information that specifically identifies a health care professional or an institution as 
confidential. Information that characterizes the caseload of a specific institution or health care professional 
also SHOULD be considered proprietary and confidential.  
 
Other information MAY be used to identify individuals or institutions through indirect means. For example: 
 

 A report inadvertently may provide enough non-confidential information to identify a specific individual. 
Consider a report that indicates that a prostate cancer was diagnosed in a 65 year-old African American 
male in a geographic area whose residents are primarily of Asian ancestry. Even though no confidential 
information is released, this information might allow someone with knowledge of the geographic area to 
identify the patient. 

 
 Characterizing cases diagnosed in a geographic region whose health care is provided by a single 

physician or institution may inadvertently provide confidential information about the caseload of the 
health care professional or facility. 

 
 Combinations of variables such as postal code or census tract plus birth date and sex may be sufficient to 

specifically identify an individual. 
 

 Linkage of external files with non-confidential registry data (e.g., registry data with identifiers deleted), 
whether authorized or not, may enable re-identification of individuals. 

 
6.3.2.2. Standards for Laws and Regulations Governing Confidentiality 

 
Laws and regulations pertaining to confidentiality of tumor data vary by geopolitical location. The central 
registry SHOULD contact legal counsel to determine which rules govern the registry’s area of coverage. The 
relevant laws may include those stipulating governmental access to documents, covering privacy, covering 
medical records, and preventing the release of confidential data for any legal proceedings. Cancer registries 
operating within provincial/territorial/state/federal governments or agencies will be subject to laws and 
regulations pertaining to the government’s collection, use, and release of information. 
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6.3.2.3. Standards for Policies and Procedures for Release of Confidential Data 
 

 Confidential information about data subjects or data suppliers MUST NOT be released for purposes other 
than those specified by the central registry.  

 
 Confidential information MAY be released to health care providers and institutions directly involved in 

the care of the patient, for example: (1) hospital cancer registrar requests a list of all prostate cancer 
patients who have been treated at his or her facility, or (2) physician requests a list of patients that he or 
she has treated for breast cancer. 

 
 Central cancer registries MUST abide by their specific laws or regulations that may have specific 

procedures for the release of an individual’s data to that individual.  
 

 Confidential information MUST NOT, under any circumstances, be published or made available to the 
general public. 

 
 Inquiries from the press/media SHOULD be referred to the delegated authority that can fully respond to 

these communications. For example, press requests often have to be referred to a public information 
spokesperson prior to a referral directly to the central cancer registry. 

 
 Measures MUST be taken to eliminate the possibility that individuals might be identifiable from tables 

containing cells with very small figures/counts (see the example provided in Section 6.3.2.3.2.). 
 

 Central registries MUST document in their security manual the procedures and criteria for the release of 
registry data to researchers who request access to data. 

 
6.3.2.3.1. Inappropriate Uses of Confidential Information 

 
Confidential cancer registry data MUST NEVER be made available for uses such as the following: 
 

 Businesses that are trying to market a product to cancer patients. 
 

 Health care institutions that are trying to recruit new patients. 
 

 Insurance companies that are trying to determine the medical status of a patient. 
 

6.3.2.3.2. Standards for Protecting Confidentiality in Summary Statistics 
 

Reports of summary statistics generally do not raise confidentiality concerns. However, confidential 
information can be conveyed inadvertently through summary statistics. Registries SHOULD institute a policy 
to evaluate the disclosure risk of summary statistics and apply an established technique to minimize the risk 
prior to publication. The central cancer registry SHOULD institute a policy to protect against disclosure in 
the publication of summary statistics in instances when data are being presented for geographic areas with 
small populations. For example, some registries suppress the reporting of statistical data when there are fewer 
than 6 (this number varies) cases reported in a single cell of a table if the cell of the table represents a 
combination of variables, such as sub-state or sub-provincial geographic area, race, age, and sex. These types 
of cells inadvertently could identify individuals. Some jurisdictions use denominator rules, basing them on the 
size/count of the population. However, for straightforward breakdowns by age, sex, and large geographic 
areas, cells with 0, 1, or a few cases normally do not need to be suppressed. The Confidentiality and Data 
Access Committee of the Federal Committee on Statistical Methodology has prepared a checklist tool that 
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statistical agencies such as cancer registries can use to review the disclosure risk of data products, which can 
be found at http://www.fcsm.gov/committees/cdac/. 
 
6.3.2.3.3. Standards for Protecting Confidentiality in De-Identified Data Files 
 
Data files that contain individual-level, de-identified records can be released as public use files or as restricted 
access files. Confidentiality concerns for these record level files include the capability of identifying a patient 
from the data file and the potential to gain new information about a patient on the file, or to re-identify a 
patient through linkage of the registry file with other electronic files. Re-identification is a particular concern 
when the file includes personal characteristics such as age and race or when it includes information on 
residence coded for small geographic areas such as Zip codes or census tracts. NAACCR has developed the 
Record Uniqueness Program to aid registries in identifying the percent of records that are outliers on de-
identified data files. The Record Uniqueness Program is available for download on the NAACCR website 
(www.naaccr.org). It contains complete instructions for use and interpretation. The Confidentiality and Data 
Access Committee’s checklist mentioned in the previous section also is applicable to de-identified files. 
 
6.3.2.4. Standards for Use of Registry Data for Research 
  
6.3.2.4.1. Release of Confidential Data to Scientific Investigators 

 
Requests for central cancer registry data for research often can be satisfied through provision of a public use 
data file of non-confidential data (see Section 4.3.5.). When non-confidential data are not sufficient to answer 
the question, the central registry MUST determine whether the researcher is qualified to use cancer registry 
data for research purposes. The central cancer registry may be adversely affected if it allows its data to be 
used for inappropriate purposes. The central registry MUST develop an application for researchers to apply 
for use of confidential facts. In addition, the registry MUST develop a set of guidelines to govern the 
accessibility of cancer registry data to scientific investigators. Registry data SHOULD NOT be made 
available for scientific research until the following criteria have been met. 
 

 Requests for registry data to be used for research MUST be in writing and include a suitable detailed 
outline of the proposed research and a justification of any need for confidential data. The central registry 
MUST ensure that researchers do not receive more data than are needed to answer the research question. 

 
 Appropriate central registry staff MUST review the written research plan. Requests for data MUST meet 

the registry’s guidelines on confidentiality. The central registry MUST determine that the research needs 
could not adequately be addressed with non-confidential information. 

 
 The central registry MUST have access to an IRB (United States) or ethics committee (Canada). 

 
 An appropriate IRB or ethics committee SHOULD approve the proposed research. The investigator 

SHOULD provide evidence that all appropriate IRBs or ethics committees have approved the research. 
 

 The Principal Investigator MUST sign a written agreement to adhere to all confidentiality policies. 
Written agreements MUST include provisions for use of the information and for its return or destruction 
at the end of the study. 

 
 The scientific objectives of the study SHOULD be peer reviewed to ensure scientific validity. 

 
NAACCR developed an IRB and established IRB guidelines to review all projects that are NAACCR-
sponsored or that use NAACCR data files that were prepared from the aggregation of registries’ data through 
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the annual Call for Data or through special studies. The NAACCR IRB does not review studies that do not 
fall directly under the purview of the NAACCR IRB (see www.naaccr.org). 
 
6.3.2.4.2. Review of Research Results 

 
Once the central registry has granted an investigator access to confidential information for purposes of 
scientific research, the registry MUST ensure that confidential information is not, under any circumstances, 
published or displayed in reports that summarize the research results. The central registry MUST retain the 
right to review any reports prior to their dissemination to ensure that confidentiality has been respected. 
 
6.3.2.4.3. Patient Contact for Participation in Epidemiologic Studies 

 
Central cancer registries can identify cancer patients as potential subjects for epidemiologic studies that 
involve contacting and interviewing patients. In these instances, the study MUST meet all of the criteria 
outlined above. Philosophies differ as to whether physician permission is needed prior to patient contact. 
Many patient advocacy groups maintain that only a patient has the right to make a decision regarding study 
participation and that his/her physician does not have the right to make that choice on the patient’s behalf.  
 
Consequently, in many current epidemiologic studies, passive physician contact is used. The physician is 
contacted to inform him/her that the patient will be contacted to participate in a study and to ask whether there 
are any contraindications to patient contact (e.g., patient too ill, patient unaware of diagnosis, etc.). Many 
investigators feel that this procedure protects the physician from any risk of adverse action on the part of the 
patient. Other investigators still insist on active physician permission before contacting the patient. This 
requires that the physician give permission before the patient can be contacted.  
 
Additionally, practice varies among registries as to whether or not informed patient consent needs to be 
obtained prior to the release of identifying information to researchers. Some registries perform patient consent 
prior to releasing identifying information to researchers, while other registries release the identifying 
information and informed consent is obtained by the researcher. Registries MUST establish policies on 
release of identifying information in accordance with the laws governing the registry. 
 
 
6.4. INFORMATION TECHNOLOGY POLICIES AND PROCEDURES  
 
6.4.1. Security Policies 
 
This section describes the development and use of security functions within information technology. 
 
There MUST be written security policies that are shared with staff and included in training. These policies 
SHOULD at a minimum cover the items below along with the appropriate use of registry equipment and 
resources as well as disciplinary actions for non-compliance.  
 
6.4.2. Definitions 
 

 Authentication: Process used to identify a user. 
 

 Authorization: Process of granting permissions to a user. 
 

 Encryption: Process of converting readable information into undistinguishable text that only the owner of 
the encryption key can convert back to readable information.   
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 Malware: Generic term for unwanted software such as viruses, spyware, trackware, and root kits.  
 

 PDA: Personal digital assistant, palmtop computer. 
 

 Security Boundary: The limit at which the registry controls the equipment, configuration, and security of 
the computers and network. 

 
 UserID: Unique set of letters and/or numbers that identify an individual. 

 
6.4.3. User Authentication and Authorization 
 
Most systems and applications control and track access by a UserID (authentication). Because this UserID 
controls access (authorization), policies and procedures MUST be in place to grant a unique ID to each user 
and users MUST be trained to protect this ID and not share it. Policies MUST also be in place to promptly 
disable UserIDs when an individual is terminated or the access is no longer needed. 
 
6.4.4. Passwords 
 
To prove that the person typing the UserID is the correct person, a password MUST be required to complete 
the authentication process. There are additional methods such as biometrics (i.e., fingerprint) or hardware 
tokens (card with a changing number on it), but these are rare and used only in high-security settings.  
 
Because the password is key to proving that the user is authentic, good password policy and training are 
paramount. The challenge is setting the requirements for the password to a difficult enough level such that it 
cannot be easily guessed or hacked and at the same time not overly burdensome so that the owner does not 
have to write the password down and leave it in proximity to their computer for reference. The minimum 
policy SHOULD be 8 characters or more and complex (meaning it requires 3 of the 4 character sets—upper- 
case letters, lower-case letters, numbers, symbols), or 11 characters or more without the complexity 
associated with the 8-character approach. All passwords SHOULD expire in 60-90 days and the system 
SHOULD not allow a password to be reused. Training also SHOULD be included to assist registry staff with 
selecting effective passwords and to instruct staff not to share their password (not even with technical support 
staff or supervisors). 
 
6.4.5. Least Privileges 
 
The concept of least privilege involves granting the smallest amount of privileges or permissions to each user 
required to complete their job.  
 
Although it is easier to grant all users full access to all data and administrative rights to the computers, it 
greatly increases risks. A well thought-out and documented set of permissions by work duty SHOULD be 
developed and implemented. This will ease administration of users and increase security. Granting users user 
rights and not administrative rights to their computers greatly reduces the chance of having inappropriate or 
malicious software installed on computers. This may increase IT support for installing applications, but also 
should reduce problems, performance issues, and down time.  
 
Malicious software usually is installed inadvertently by regular users because they were unaware that the 
software was inappropriate or because it appeared to be harmless on a web page or e-mail attachment. IT 
support SHOULD maintain an awareness of current malware and take appropriate actions to minimize the 
risk of installation on the registry’s information system. 
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6.4.6. Network Access 
 
Foreign systems connecting to a registry’s network pose a significant threat to the network and data because 
the status of the network or machines is unknown. Policies SHOULD be in place to block or at least restrict 
any access to the registry’s network and to data from machines that are not maintained by the registry. A 
technical solution SHOULD be provided if possible. 
 
Registry external consultants SHOULD NOT be allowed to connect unless they can prove compliance with 
registry policies and that their system is free of malware. If remote access is available, then additional controls 
SHOULD be in place to heavily restrict and monitor this access. 
 
6.4.7. Activity Logging 
 
An activity log SHOULD record users who are accessing systems. Most operating systems, server 
applications, and network appliances have the ability to record these activities. This logging capability 
SHOULD be enabled to detect inappropriate access, be monitored by an appropriately trained staff person, 
and archived for a minimum of 2 years. 
 
6.4.8. Encryption 
 
Most systems by default store and transmit data in a readable, clear-text format. Because communications can 
be listened to, and laptops, storage devices, PDAs, and servers can be accessed or stolen, encryption is the 
best protection. Encryption is a method of mathematically scrambling the data so that only the appropriate 
user or system can understand it. The encryption method used SHOULD be certified under FIPS 140 
(http://csrc.nist.gov/publications/PubsFIPS.html).  
 
Encryption MUST be used for all digital communications (Web, FTP, e-mail, etc.) or storage media (laptops, 
USB drives, CD-ROMs, DVDs, PDAs, tape backups, etc.) containing confidential data that leave the security 
boundary of the registry facility. Communications and confidential data stored within the registry security 
boundary SHOULD be encrypted if possible. Confidential data that are backed up MUST follow the same 
encryption requirements and be encrypted if they are not stored within the protection of the registry’s offices. 
 
6.4.9. Firewall 
 
A firewall is a device or software that blocks (selectively if so configured) access from an outside source to 
the local machine or network. Most current networks have a firewall between their network and the Internet. 
Windows XP® Service Pack 1 and above has a firewall built in that can be enabled to protect the local 
machine. All registry networks MUST have a firewall protecting the network servers and workstations from 
unrestricted access from the Internet. If a laptop will connect to a non-registry network, it MUST have a 
firewall enabled on the local machine to protect it from outside access.  
 
6.4.10. Intrusion Detection System  
 
Consideration MUST be given to obtaining expert advice on security against unauthorized remote electronic 
access if it is impossible to use isolated data-processing systems. 
 
An intrusion detection system, or intrusion prevention system (IPS, if it automatically blocks after detection), 
listens to communications to detect if malicious behavior is occurring, such as a worm or other exploitation, 
and will either notify an administrator or block the activity. An IDS/IPS SHOULD be installed either outside 
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the firewall (to monitor what attempts are being made to compromise the network), inside the firewall (to 
monitor what compromise attempts made it through the firewall), or both. 
 
6.4.11. Data, Equipment, and Media Retention and Disposal 
 
Policies and procedures SHOULD be in place to document how long to keep a particular type of data, 
equipment, and media. When the retention period is over, the data, equipment, and media need to be securely 
destroyed as described Section 6.2.7.. 
 
6.4.12. Application Specific 
 
6.4.12.1. Intranet (Internal Network Applications) 
 
Registries SHOULD publish and follow a list of approved commercial grade or select supportable open-
source applications and limit the user’s ability to install their own applications to reduce the risk of malware. 
 
6.4.12.2. Internet (Internet Accessible Applications) 
 
If Internet-accessible applications and data will be provided by a registry, special care needs to be 
implemented to protect the servers and data. This can be very challenging and somewhat risky, because a 
human error, programming mistake, or bug in a program potentially could expose data to anyone on the 
Internet. Extra care needs to be taken to implement proper authentication, authorization, logging, secure 
programming, and server and firewall hardening and maintenance. See above. 
 
6.4.12.3. Application Maintenance 
 
Most applications and operating systems are updated for enhancements and patched for security issues on a 
regular basis. Not keeping systems updated increases the potential for systems to be exploited. A process 
SHOULD be developed to evaluate and install any operating system or application update or patch that the 
manufacturer ranks as critical, within 30 days of its release. All machines SHOULD be properly updated 
every 90 days. Periodic audits to verify that all machines have been properly updated also SHOULD be 
conducted. 
 
6.4.12.4. Malware Protection 
 
Malware is a catch-all term for a group of malicious software including viruses, spyware, addware, and 
trackware that are detrimental to the security and confidentiality of systems. Most current commercial-grade 
antivirus programs include some spyware, addware, and trackware protection. All systems MUST have some 
form of antivirus software running that continuously monitors for infections, performs a full system scan once 
per week, and updates its signatures (list of viruses it checks for) daily. 
 
6.4.13. Hardware Specific 
 
6.4.13.1. Laptops 
 
Due to their portability, special precautions for laptops need to be followed over and above what would be 
done for a desktop machine or server. Laptops that may contain confidential data MUST have the data 
encrypted. It is much safer to encrypt the entire hard drive as opposed to folders or files. Laptop physical 
security also is an issue—the safest location is in the physical possession of the user. Laptops SHOULD 
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remain in the possession of the user at all times and when not in use, secured in a locked cabinet or cabled to 
an immobile object. Laptops left in cars, even in the trunk, are prime targets for loss.   
 
6.4.13.2. PDAs 
 
PDAs that synchronize e-mail or are used for other applications or for file storage may contain confidential 
data, so encryption SHOULD be set up and the device SHOULD remain in the user’s possession, or be 
secured in some other way. Any access to the PDA MUST require at least a password. 

 
6.4.13.3. Portable Storage 
 
Portable storage such as CD-ROMs, DVDs, USB keys, USB hard drives, etc., have become very popular and 
easy to use. The disadvantage of their ease and portability is that they can easily be lost or stolen. Policies and 
procedures MUST be written to restrict use of portable storage to where appropriate and include encryption 
requirements.  

 
6.4.13.4. Wireless Network 
 
Wireless networks are becoming popular for home Internet access and many businesses are installing them. 
Wireless networks are inherently insecure because they broadcast the signal and anyone can listen to the 
communication. Therefore, the use of wireless networks SHOULD be minimized and any communication 
over wireless networks MUST be encrypted. Wireless networks can be set up using their own encryption and 
SHOULD be configured with a minimum of wi-fi protected access encryption. Even if the wireless network 
provides encryption, the use of other security measures such as a virtual private network or secure website 
access is recommended.  
 
Wireless networks SHOULD be further secured by restricting access only to authorized wireless 
clients using the client hardware’s media access control (MAC) address. Only wireless network access points 
that support MAC address restriction SHOULD be used on a registry network. The wireless access 
authorization list SHOULD be monitored and updated as wireless clients are retired or no longer require 
wireless access. 
 
 
6.5. DISASTER RECOVERY   
 
This section describes emergency preparedness, disaster recovery, and continuity of registry functions. 
 
6.5.1. Guidelines  
 
Every registry SHOULD develop a plan for responding to events that could cause an interruption of registry 
activities and endanger the lives and property of staff and their families. Further, the plan SHOULD consider 
possible disaster recovery options and how the registry might continue operations offsite.  
 
In any plan, each registry SHOULD address, at a minimum, each of the operational and IT issues outlined in 
this section. 
 
6.5.2. Registry Operations Role 
 
Registry Directors/managers SHOULD begin the registry preparedness plan by identifying and incorporating 
the preparedness plan of the hosting institution into that of the registry.  
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Whether housed in a state, federal, or private/university building, registry managers SHOULD identify the 
key decision makers within building management and obtain a copy of the institutional and/or building 
emergency response plan. Registry Directors/managers MUST be aware of the preparedness plan(s) of their 
hosting institution(s) and be able to communicate the details to all registry staff. 
 
6.5.3. Points of Contact 
 
Registry Directors/managers SHOULD maintain a list of points of contact for emergency situations. The 
point of contact SHOULD: 
  

 Decide a procedure for building closure/reopening. 

 Incorporate the registry’s hosting institution plan as appropriate. 

 Identify the key individuals within the property management group from which the registry rents space (if 
the registry rents space in a privately owned building). 

 
 Identify any other key property management personnel. 

Before completing the emergency plan, each registry SHOULD: 
 

 Identify all emergency exits and the locations of fire extinguishers and any automated external 
defibrillators (AEDs). 

 
 Verify that registry staff know how to use a fire extinguisher and portable AEDs. 

 
 Identify if anyone in the registry or the building has emergency medicine or cardiopulmonary 

resuscitation training.  
 

Once the plan is established, each registry SHOULD: (1) post all of the procedures for new staff or visitors 
who may not be aware of these emergency procedures, (2) make an evacuation plan for registry staff to 
follow, and (3) verify that registry staff have reliable transportation or means of evacuation. 
 
Also, the following issues SHOULD be considered depending on the registry’s location: (1) if the registry is 
located in an earthquake- or tornado-prone area, establish procedures for registry staff to take shelter inside 
the building; and (2) if the registry is located along the Gulf or Atlantic Coasts, verify that registry staff have 
personal evacuation plans. 
 
6.5.4. Communication 
 

Registry Director/managers SHOULD decide how to manage, maintain, and use communications systems to 
keep in touch with institutional decision makers and registry staff. 
 
Communication is one of the most critical yet vulnerable aspects of an emergency. Policies and procedures 
SHOULD describe how information and instructions about the emergency will be disseminated. To account 
for registry staff, regroup, and resume operations, registry Directors/managers SHOULD employ multiple 
methods of communication. 
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Every employee of the registry also is an employee of a larger institution. Registry Directors/managers 
MUST understand how the registry’s institution expects them to stay in touch in the event of an emergency. 
If registry Directors/managers are unaware of requirements to contact their human resources office in an 
emergency, they could be subject to disciplinary action and/or loss of pay.  
 
6.5.4.1. Phone Trees/Call Lists 
 
As part of the policy, registry Directors/managers MUST establish a master contact list that every staff 
member can access. The following SHOULD be considered: (1) decide who should maintain the list;  
(2) determine how often the list should be updated; and (3) determine how much contact information is to be 
collected (name, address, phone number, alternate phone number, next-of-kin name, next-of-kin phone 
number). 

 
6.5.4.2. Text Messaging Systems 
 
To better maintain contact with staff, registries should consider text messaging as part of their emergency 
plans. Registry Directors/managers should discuss the following: 
 

 If it is an option, decide which system will work best for the registry. 

 Determine whether that system has been tested. 

 Decide who is to be responsible for this option (design, training, and testing). 

 Verify that staff are able to participate. 

6.5.4.3. Websites/E-mail 
 
For the communication lines to remain open among staff, the registry’s website MUST be updated on a 
regular basis. Each registry SHOULD: 
 

 Verify that all staff members have an e-mail address. 

 Request that staff maintain an alternate e-mail address that is not dependent on the hosting institution 
(Yahoo, MSN, gmail, etc.).  

 
 Determine who is responsible for maintaining the list of e-mail addresses. 

 Establish guidelines to follow regarding the list. 

 Consider other contact possibilities and purposes. 
 

6.5.4.4. Alternative Methods of Communication 
 
The registry SHOULD consider the following alternatives to create a more efficient method in 
communicating with staff: (1) satellite phone; (2) cell phone with a phone number outside of the immediate 
area code(s); (3) websites such as Wiki sites, Yahoo groups, etc.; and (4) a 1-800 number for emergency use. 
 
Registries SHOULD NOT assume that they can rely on land-line, cellular or Internet-based communications. 
An earthquake, flood, hurricane, etc. can cause extensive damage to cellular towers, telephone lines, electrical 
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lines, power stations, and data centers. There is no guaranteed method of communication, but the more 
options presented to registry staff, the better the chances of staying in contact. 
 
6.5.4.5. Point Person 
 
The registry SHOULD: (1) establish a point person (e.g., at the NPCR/SEER project office, NAACCR office, 
regional registry office, state office, etc.); and (2) instruct registry staff to report to this person as soon as 
possible. 

 
6.5.5. Designate Staff Role in Emergency Preparedness Plan 
 
Registry Directors/managers SHOULD decide who has what role in emergency preparedness, disaster 
recovery, and continuity of registry activities. Every staff member can play an important role in the 
preparedness plan.  
 

 Each staff member SHOULD have a readily available checklist of their duties in the event of an 
emergency. 

 
 Identify the responsibilities of each staff member. Generally, the IT/IS staff will be the most involved, as 

protecting and securing registry data is of paramount importance. 
 

 Assign a backup person to each task. A clear hierarchy of responsibilities makes preparation more 
efficient, but emergency situations are unpredictable. For every task assigned in the planning process, 
consider assigning a backup person.  

 
 Develop a policy specifying what can/cannot be taken out of the building in the event that the premises 

must be evacuated. In addition, a simple inventory list of any equipment removed SHOULD be 
maintained to account for all registry equipment. 

 
 Develop a policy for securing and protecting registry assets left behind in the event that the office must be 

evacuated. 
 

 Consider how emergencies that arise over weekends or off hours should be handled. There may be civil 
service or other restrictions on what staff can be asked to do during non-work hours. 

 
6.5.6. Plan To Regroup and Reestablish 
 
Registry Directors/managers SHOULD have a plan for how to regroup and reestablish registry operations 
after the emergency. Because the registry has a communication plan, all staff can be quickly located, their 
safety verified, and they can resume some level of work.  
 

 Identify what equipment is immediately available for use, how quickly the database can be restored, and 
what additional resources are required. 

 
 Contact NAACCR, NPCR, SEER, etc., to update them on the registry’s status. 

 
 Depending on the extent and level of damage, the facilities that report to the registry may not consider re-

establishing the cancer registry a priority. Further, they may have suffered more damage than the central 
office and need central registry assistance identifying cancer patients and the treatment that they may 
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require. Establishing a new rapport can build good will and possibly even speed up the reestablishment of 
the hospital registry. 

 
6.5.7. IT/IS Role  
 
Technical staff SHOULD work closely with registry managers to develop the registry’s preparedness plan. 
Registry data are irreplaceable. The data MUST be protected in the event of an emergency. Equipment can be 
replaced, but the data contained thereon cannot.  
 
6.5.8. IT/IS Data Back-Up Plan 
 
Technical staff MUST have a data backup plan for the central registry database and SHOULD have a plan 
for systematic, centralized backup of staff computers.  
 

 If the data are backed up to tapes, ensure that they are stored in a secure, fireproof area. 
 

 If the data are backed up by the institution and not by registry staff, verify that an institutional policy is 
established for tape storage, tape recall, and data recovery. 

 
 If widespread damage occurs to the institution, evaluate the probable promptness of the institution’s 

recovery. 
 

 Develop a plan for how the registry plans to restore the database after an emergency. 
 

 In the event of an evacuation, establish a plan to move critical backup equipment offsite so that data 
recovery can proceed. Storing backup tapes offsite is most effective if the machine that reads the tapes 
also is available offsite to restore the data. 

 
 Establish a plan for offsite storage of data. If the registry is located in an earthquake- or hurricane-

vulnerable area, consider an arrangement for emergency backup to a site hosted by an organization 
willing and able to abide by the registry’s data security requirements. 

 
6.5.9. Evacuation of Equipment 
 
Technical staff SHOULD: 
 

 Identify and label all equipment with a notice as to whether it should be taken out of the building or stored 
in a secure area in the event of an evacuation. 

 
 Identify a “safe room” for equipment storage. 

 
 Prioritize equipment for possible evacuation and clearly label each item.  

 
 Instruct registry staff members on how to read the equipment labels, dissemble their equipment, and move 

it to safety or prepare it for evacuation. 
 
Users with laptops SHOULD be required to remove them from the office in the event of an emergency. If an 
evacuation is in effect, users with laptops MUST leave with the laptop and all laptop accessories. Laptops not 
routinely used in the office may not have the latest service packs, virus definitions, etc., installed. Consider a 
policy that requires all laptops to be brought in regularly for routine updates. This also provides an 
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opportunity to back up any important files and/or discuss with the user how to backup their laptop on a more 
regular basis. 
 
6.5.10. Equipment Recovery  
 
Technical staff SHOULD develop a plan for the possible recovery and removal of equipment if, after an 
emergency, the office can no longer be used by registry staff.  
 

 If an equipment-recovery mission can be attempted, remove priority equipment.  
 

 Evaluate the status of the equipment left behind.  
 

 Construct a clear inventory of what was damaged, what was left behind, and what was removed and to 
where: this can be invaluable evidence when requesting insurance, Federal Emergency Management 
Agency, or other reimbursements. 

  
6.5.11. Re-Establishing the Registry Database 
 
In the event the registry cannot return to their office, technical staff SHOULD develop a plan for 
reestablishing the registry database and providing connectivity to staff from remote sites. 
 

 Regrouping and resuming registry operations MUST be a priority. This will be difficult if nearly all 
equipment is destroyed or off limits due to building structural failure, but it is not impossible. 

 
 Consider replacing desktops with laptops so that users are more mobile. However, there needs to be 

sufficient warning before the emergency, so that users are able to leave with their laptops.  
 

 Recruit an organization to host the registry database until the registry has a new location. 
 

 Explore methods of providing remote connectivity so that users can connect to the database. 
 

 Conduct routine drills on the execution of this disaster recovery plan. The skills and knowledge gained by 
actually bringing up the registry’s database and limited operations at a different location is very valuable. 
Almost certainly the first time this is done, it will cause the plan to be substantially modified, and thus 
improved. 
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APPENDIX A: 

NAACCR MEMBERSHIP STANDARDS 

 
 Full: Full member organizations are central registries that are, or have the potential to become, 

population-based registries. 
 

 Individual: Individual members are those persons who are not currently working in a member 
organization who have demonstrated career and professional commitments and interests that are 
consistent with or complementary to those of NAACCR. Candidates for individual membership must be 
able to demonstrate involvement or activity in one or more of the following areas: cancer epidemiology, 
patient care, cancer control, cancer registration, professional education, research, and biostatistics. Each 
candidate must make a commitment to support NAACCR through active participation in the activities of 
the Association. Individual members shall be entitled to participate and vote as a member of committees, 
subcommittees, or work groups. Individual members may chair subcommittees or work groups. 
Individual members may not chair a committee, vote on matters brought before the Membership at the 
Annual Meeting, or vote for or hold an elected position in the Association. 

 
 Sponsoring: Sponsoring member organizations are national organizations primarily involved in cancer 

control prevention and research. Each sponsoring member organization shall be entitled to one vote on 
each matter submitted to membership vote. No action taken by the Association shall be construed as 
committing any sponsoring member organization to a prescribed course of action. Each sponsoring 
member organization may designate one or more representatives from their organization to participate in 
the Association’s affairs on behalf of such organization. Representatives of sponsoring member 
organizations may be a member of and chair a committee. Only one representative of a sponsoring 
member organization shall be entitled to cast that organization’s vote. 

 
 Sustaining: Sustaining member organizations are organizations interested in promoting the purposes of 

the Association. No action taken by the Association shall be construed as committing any sustaining 
member organization to a prescribed course of action. Each sustaining member organization may 
designate one or more representatives from such organization to participate in the Association’s affairs on 
behalf of such organization. Sustaining member organizations shall not be entitled to vote, and their 
representatives shall not be entitled to hold office or to chair a committee, but they shall be entitled to 
serve as members of committees. 
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APPENDIX B: 

LOUISIANA TUMOR REGISTRY LAW, 2001 REVISION 

 
PART XXVII. CANCER AND CARDIO-PULMONARY 

DISEASES PROGRAMS 
 
§1299.80.  Definitions 

As used in this Part: 
(1)  "President" shall mean the president of the Louisiana State University System or his 

designee. 
(2)  "Participating hospital" shall mean every hospital operating as such in the state of Louisiana. 
(3)  "Pathology laboratory" shall mean every pathology laboratory located or doing business in 

the state of Louisiana. 
(4)  "Office" shall mean the office of the president. 
(5)  "Board" shall mean the Louisiana Cancer and Lung Trust Fund Board. 
(6)  "Health care provider" shall mean every licensed health care facility and licensed health care 

provider, as defined in R.S. 40:1299.41(A)(1), in the state of Louisiana. 
(7) "Radiation center" shall mean every freestanding radiation diagnostic and treatment facility in 

the state of Louisiana. 
Added by Acts 1978, No. 653, §1.  Amended by Acts 1982, No. 812, §1; Acts 1995, No. 1197, §1, 

eff. June 29, 1995; Acts 2001, No. 197, §1. 
 

§1299.81.  Cancer registry program; data; statewide 
The president of the Louisiana State University System shall establish in the office of the president a 

statewide registry program for reporting cancer cases for the purpose of gathering statistical data to aid in 
the assessment of cancer incidence, survival rates, possible causes of specific cancers, and other related 
aspects of cancer in Louisiana.  The program shall collect and disseminate cancer incidence data on a 
statewide level in accordance with the provisions of this Part. 

Added by Acts 1978, No. 653, §1.  Acts 1995, No. 1197, §1, eff. June 29, 1995; Acts 2001,  
No. 197, §1. 

 
§1299.82.  Powers; duties 

The president shall: 
(1)  Collaborate with each participating health care provider and radiation center in the state of 

Louisiana to establish a uniform statewide registry system for collecting cancer incidence 
data and shall promulgate rules and regulations therefore in accordance with policies 
established by the board. 

(2)  Establish quality control programs and a training program for health care providers and the 
personnel of the participating radiation centers. 
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(3)  Cooperate with the National Cancer Institute, the Centers for Disease Control, and other 
national and international cancer surveillance programs designated by the Louisiana Tumor 
Registry in providing cancer data. 

(4)  Comply with reporting procedures and requirements established by the board for tumor 
registry. 

(5)  Collaborate in studies with clinicians and epidemiologists and publish reports on the results 
of such studies, and 

(6)  Establish, in accordance with policies of the board, rules and regulations to provide for the 
confidentiality of a patient's records. 

(7)  Establish and promulgate, in accordance with policies established by the board, the rules and 
regulations necessary to effectuate the purposes of this Part. 

(8)  Contract with private tumor registries for the collection and furnishing of data to the 
statewide registry and for the necessary planning and coordination incident thereto. 

Added by Acts 1978, No. 653, §1.  Amended by Acts 1982, No. 812, §1; Acts 1995, No. 1197, §1, 
eff. June 29, 1995; Acts 2001, No. 197, §1; Acts 2003, No. 225, §1. 

 
§1299.83.  Authority 

In addition to other authority, the president may: 
(1)  Accept on behalf of the state any federal funds to assist in meeting the cost of carrying out 

purposes of this Part. 
(2)  Accept on behalf of the state funds from any private agency, such as the American Cancer 

Society, to assist in the cost of carrying out the purposes of this Part. 
(3)  Repealed by Acts 1985, No. 345, §1, eff. July 9, 1985. 

Added by Acts 1978, No. 653, §1.  Amended by Acts 1982, No. 812, §1; Acts 1985, No. 345, §1, eff. 
July 9, 1985; Acts 2001, No. 197, §1. 

 
§1299.84.  Participation in program 

A.  Any health care provider or radiation center diagnosing or providing treatment to cancer patients 
shall report each case of cancer to the president in a format prescribed by the president within six months 
of admission or diagnosis.  If the facility fails to report in a format prescribed by the president, the 
president may enter the facility, obtain the information, and report it in the appropriate format.  In these 
cases, the facility shall reimburse the president for the cost of obtaining and reporting the information. 

B.  Any health care provider or radiation center diagnosing or providing treatment to cancer patients 
shall report each cancer case.  In addition, health care providers shall furnish follow-up data on each 
cancer patient when requested. 

C.  Any health care provider or radiation center which provides diagnostic or treatment services to 
patients with cancer shall report any additional demographic, diagnostic, or treatment information 
requested by the president concerning any person presently or previously receiving services who has or 
had a malignant tumor.  Additionally, the president shall have physical access to all records which would 
identify cases of cancer or would establish characteristics of the cancer, treatment of the cancer, or 
medical status of any identified cancer patient. 
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Added by Acts 1978, No. 653, §1; Acts 1995, No. 1197, §1, eff. June 29, 1995; Acts 2001,  
No. 197, §1 

 
§1299.85.  Reports; liability for 

A.  No action for damages arising from the disclosure of confidential or privileged information may 
be maintained against any person, or the employer or employee of any person, who participates in good 
faith in the reporting of cancer registry data or data for cancer morbidity or mortality studies in 
accordance with this Part. 

B.  No license of a health care provider may be denied, suspended, or revoked for good faith 
disclosure of confidential or privileged information or the reporting of cancer registry data or data for 
cancer morbidity studies in accordance with this Part. 

C.  Nothing in this Part shall be construed to apply to the unauthorized disclosure of confidential or 
privileged information when such disclosure is due to gross negligence or willful misconduct. 

D.  All information reported pursuant to this Part shall be confidential and privileged.  The president 
shall take strict measures to ensure that all identifying information is kept confidential. 

E.  All information regarding case specific data, as distinguished from group, tabular, or aggregate 
data concerning patients or health care providers contained in records of interviews, written reports, and 
statements procured by the president or by any other person, agency, or organization acting in connection 
with cancer morbidity and mortality studies shall be confidential and privileged and shall be used solely 
for the purposes of the study.  Nothing in this Section shall prevent the president from publishing 
compilations relating to morbidity and mortality studies which do not identify case specific data or 
sources of information. 

Added by Acts 1978, No. 653, §1; Acts 1995, No. 1197, §1, eff. June 29, 1995; Acts 2001,  
No. 197, §1. 

 
§1299.86.  Advisory functions 

A.  The tumor registry shall be operated under policies developed by the board and administered by 
the president. 

B.  The board shall establish policies for the development, accumulation, and distribution of data 
obtained under this Part. 

C.  The board shall exercise its powers, duties, functions, and responsibilities in the manner provided 
for agencies transferred in accordance with R.S. 36:802.  The terms "secretary" and "undersecretary" as 
used in such Section and as applicable to the board shall mean the president or the president's designee. 

Added by Acts 1978, No. 653, §1.  Amended by Acts 1982, No. 812, §1; Acts 2001, No. 197, §1. 
 
§1299.87.  Disclosure of medical records to cancer registries 

A.  Notwithstanding any other provision of law to the contrary, all health care providers and radiation 
centers shall release an abstract of the patient's record reflecting the past or present physical condition of a 
patient upon request of the Louisiana cancer registry program established pursuant to the provisions of 
this Part.  The cancer registry shall take strict measures to assure that all identifying information 
contained in patient record abstracts will be kept confidential. 
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B.  The president may enter into agreements to exchange confidential information with other cancer 
registries in order to obtain complete reports of Louisiana residents diagnosed or treated in other states 
and to provide information to other states regarding their residents diagnosed or treated in Louisiana. 
 However, before releasing confidential information the president shall obtain from such state registries, 
agencies, or researchers an agreement in writing to keep nonaggregate, case-specific information 
confidential and privileged.  In no event shall either cancer registry bear liability for loss, expense, 
attorney fees, or claims for injury or damages arising out of acts or omissions in the performance of this 
agreement on the part of the other registry. 

C.  The office of the president shall promulgate rules and regulations in accordance with the 
Administrative Procedure Act to specify the extent to which confidential data may be disclosed to other 
local, state, or federal public health or environmental agencies, or to corroborating medical researchers, 
when the confidential information is necessary to carry out the duties of the agency or researchers in the 
investigation, control, or surveillance of disease, as determined by the office of the president.  Before 
releasing confidential information to the researchers, the president shall obtain an agreement in writing 
from the researchers that they will keep nonaggregate, case-specific information confidential and 
privileged and that neither the office of the president nor the other entity shall bear liability for loss, 
expense, attorney fees, or claims for injury or damages arising out of acts or omissions in the performance 
of this agreement on the part of the other. 

D.  Any disclosure authorized by this Part shall include only the information necessary for the stated 
purpose of the requested disclosure, and shall be made only upon written agreement that the information 
will be kept confidential and will not be further disclosed without written authorization of the office of the 
president. 

E.  The furnishing of confidential data in accordance with this Part shall not expose any person, 
agency, or entity furnishing data to liability and shall not be considered to be in violation of any 
privileged or confidential relationship, provided the participant has acted in good faith in the reporting as 
required in this Part. 

F.  No case specific data shall be available for subpoena nor shall it be disclosed, discoverable, or 
compelled to be produced in any civil, criminal, administrative, or other proceeding, nor shall such 
records be deemed admissible as evidence in any civil, criminal, administrative, or other tribunal or court 
for any reason.  Nothing in this Section shall supersede the provisions of R.S. 40:3.1(A) through (H). 

G.  Nothing in this Part shall be construed to apply to the unauthorized disclosure of confidential or 
privileged information when such disclosure is due to gross negligence or willful misconduct. 

Added by Acts 1978, No. 660, §2.  Amended by Acts 1982, No. 812, §1; Acts 1995, No. 1197, §1, 
eff. June 29, 1995; Acts 2001, No. 197, §1. 

 
§1299.88.  Louisiana Cancer and Lung Trust Fund Board 

A.(1)  There is hereby created the Louisiana Cancer and Lung Trust Fund Board, which shall 
consist of the following members appointed and reappointed by the governor, to serve at his pleasure, 
upon recommendation of each institution and organization represented: 

(a)  A representative from Tulane University School of Medicine. 
(b)  A representative from the Louisiana State University School of Medicine, New Orleans. 
(c)  A representative from the Louisiana State University School of Medicine, Shreveport. 
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(d)  A representative from the Alton Ochsner Medical Foundation. 
(e)  A representative of the American Cancer Society, Louisiana Division, Inc. 
(f)  A representative of the American Lung Association of Louisiana, Inc. 
(g)  A representative of the Leukemia Society of America, Inc., Louisiana Chapter. 
(h)  A representative of the Mary Bird Perkins Cancer Radiation and Research Foundation, Inc. 
(i)  A representative of the Xavier University School of Pharmacy. 
(j)  A representative of the Louisiana State Medical Society. 
(k)  A representative of the Acadiana Medical Research Foundation. 
(l)  A representative of the American Heart Association, Louisiana Affiliation. 

(2)  Each appointment by the governor shall be subject to Senate confirmation. 
B.  The board shall determine the eligibility of medical research programs and clinical investigation 

and training projects to receive funds; however, sufficient funds shall be allocated annually to the 
statewide registry program for reporting cancer cases under the provisions of R.S. 40:1299.80 et seq. 
 Administration of funds shall be exercised by the office of the president. 

C.(1)  The board shall establish rules and regulations for its own procedures, establish policies for the 
operation of the statewide registry program for reporting cancer cases established under the provisions of 
R.S. 40:1299.80 et seq., establish criteria for review panels, and establish guidelines and deadlines for 
grant applications to be submitted.  The appointment of review panels for the purpose of evaluating grant 
applications and making recommendations to the board on a priority basis shall be made before monies 
are allocated.  Any member of the board or review panels with a direct conflict of interest shall excuse 
himself or herself from voting on any grant proposal. 

(2)  The board shall elect from among its members a chairman, a vice chairman, a secretary, and a 
treasurer.  Any member may hold two of these positions.  In the absence of the chairman, the vice 
chairman shall preside and in the absence of the chairman and vice chairman, the secretary shall 
preside. 

(3)  The members shall not receive compensation for their services but shall be entitled to 
reimbursement for expenses, including travel expenses, incurred in the discharge of their duties. 

(4)  Six members shall constitute a quorum for the transaction of business; however, no board 
action shall be taken by a vote of less than a majority of the full board. 

(5)  The secretary shall keep complete and accurate records of all meetings and actions taken by the 
board. 

(6)  The treasurer shall keep full and accurate financial records, make periodic reports to the board, 
and submit a complete annual report, in written form, to the secretary. 

(7)  Meetings of the board shall be held at regular intervals as provided in the bylaws.  Emergency 
meetings may be held upon twenty-four hours actual notice and business transacted, provided that not 
less than a majority of the full board concurs in the proposed action. 

D.  For purposes of this Section, the following definitions shall apply: 
(1)  "Medical research" shall mean a program to determine the cause and prevention of disease. 
(2)  "Clinical investigation" shall mean the application of the results of medical research to treat 

patients. 
(3)  "Training" shall mean the educational preparation for a subspecialist career in cancer or lung 

disease. 
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E.  A current report on the programs funded shall be made to the House Committee on Ways and 
Means and to the Senate Committee on Revenue and Fiscal Affairs, meeting jointly, prior to each regular 
session of the legislature. 

F.  Any member of the board or of a review panel, whether or not such member is compensated by 
the institution or organization he represents, shall recuse himself from participating in any discussion or 
voting regarding any matter relating to awarding a grant or contracting with the institution or organization 
he is appointed to represent.  No member of the board or of a review panel who complies with the recusal 
provisions contained in this Subsection shall be deemed to have violated the Code of Governmental 
Ethics.  The appointment of a compensated employee as a representative of a designated institution or 
organization shall not constitute a prohibited relationship under the provisions of the Code of 
Governmental Ethics. 

Added by Acts 1980, No. 825, §1, eff. Aug. 1, 1980.  Amended by Acts 1982, No. 812, §1; Acts 
1984, 1st Ex. Sess., No. 14, §1, eff. July 1, 1984; Acts 1985, No. 929, §1; Acts 1989, No. 355, §1; Acts 
1992, No. 227, §1; Acts 1992, No. 984, §12; Acts 1993, No. 1004, §1; Acts 2001, No. 197, §1. 

 
§1299.89.  Annual cancer report 

A.  The office of the president shall annually publish a comprehensive report based on available 
information on the incidence of cancer in Louisiana and the progress made in reducing or eliminating the 
high cancer rates in Louisiana. 

B.  The report shall be submitted by March 31 of each year to the governor, the speaker of the House 
of Representatives, the president of the Senate, and the House and Senate Committees on Health and 
Welfare. 

C.  The Joint Subcommittee on Health of the Joint Committee on Health and Welfare shall oversee 
the compilation of the report during the year. 

Added by Acts 1983, No. 711, §1.  Amended by Acts 1995, No. 1197, §1, eff. June 29, 1995; Acts 
2001, No. 197, §1. 

 
§1299.90.  Annual lung cancer report  

A.  The Louisiana Cancer and Lung Trust Fund Board shall annually publish a comprehensive report 
on the incidence of lung cancer in Louisiana and the progress made in reducing or eliminating the high 
lung cancer rates in Louisiana.  The report shall place special emphasis on the lung cancer rate in the 
southern portion of the state.   

B.  The report shall be submitted to the governor, the speaker of the House of Representatives, the 
president of the Senate, and the House and Senate Committees on Health and Welfare.   

C.  The Joint Subcommittee on Health of the Joint Committee on Health and Welfare shall oversee 
the compilation of the report.   

Acts 1984, No. 468, §1.   
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APPENDIX C: 

CANCER REGISTRIES AMENDMENT ACT 
 

 
The United States Cancer Registries Amendment Act, Public Law 102-515, is reproduced beginning on the 
next page. 
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106 STAT. 3372   PUBLIC LAW 102–515—OCT. 24, 1992 
 

 
Public Law 102-515 
102d Congress 
 

An Act 
 

Entitled the “Cancer Registries Amendment Act.” 
 

Be it enacted by the Senate and House of Representatives of the United States of America in 
Congress assembled, 

 
SECTION 1. SHORT TITLE. 

This Act may be cited as the “Cancer Registries Amendment Act.” 
 
SEC. 2. FINDINGS AND PURPOSE. 

(a) FINDINGS.—Congress finds that— 
(1) cancer control efforts, including prevention and early detection, 

are best addressed locally by State health departments that can identify 
unique needs; 

(2) cancer control programs and existing statewide population-based 
cancer registries have identified cancer incidence and cancer mortality 
rates that indicate the burden of cancer for Americans is substantial and 
varies widely by geographic location and by ethnicity; 

(3) statewide cancer incidence and cancer mortality data can be used 
to identify cancer trends, patterns, and variation for directing cancer 
control intervention; 

(4) the American Association of Central Cancer Registries (AACCR) 
cites that of the 50 States, approximately 38 have established cancer 
registries, many are not statewide and 10 have no cancer registry; and 

(5) AACCR also cites that of the 50 States, 39 collect data on less than 
100 percent of their population, and less than half have adequate resources 
for insuring minimum standards for quality and for completeness of case 
information. 
(b) PURPOSE.—It is the purpose of this Act to establish a national 

program of cancer registries. 
 
SEC. 3. NATIONAL PROGRAM OF CANCER REGISTRIES. 

Title III of the Public Health Service Act (42 U.S.C. 241 et seq.) is 
amended by adding at the end the following new part: 

 
“PART M—NATIONAL PROGRAM OF CANCER REGISTRIES 

 
42 USC 280 e. “SEC. 399H. NATIONAL PROGRAM OF CANCER REGISTRIES. 

 “(a) IN GENERAL.—The Secretary, acting through the Director of the 
Centers for Disease Control, may make grants to States, or may make grants 
or enter into contracts with academic or nonprofit organizations designated by 
the State to operate the State’s cancer registry in lieu of making a grant 
directly to the State, to support the operation of population-based, statewide 

Oct. 24, 1992 
[S. 3312] 
 
Cancer 
Registries 
Amendment 
Act. 
Diseases. 
Health and 
health care. 
42 USC 201 note. 
42 USC 280e note. 
42 USC 280e note.  
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cancer registries in order to collect, for each form of in-situ and invasive 
cancer (with the exception of basal cell and squamous cell carcinoma of the 
skin), data concerning— 

“(1) demographic information about each case of cancer; 
“(2) information on the industrial or occupational history of the 

individuals with the cancers, to the extent such information is available 
from the same record; 

“(3) administrative information, including date of diagnosis and 
source of information; 

“(4) pathological data characterizing the cancer, including the cancer 
site, stage of disease (pursuant to Staging Guide), incidence, and type of 
treatment; and 

“(5) other elements determined appropriate by the Secretary. 
“(b) MATCHING FUNDS.— 

“(1) IN GENERAL.—The Secretary may make a grant under 
subsection (a) only if the State, or the academic or nonprofit private 
organization designated by the State to operate the cancer registry of the 
State, involved agrees, with respect to the costs of the program, to make 
available (directly or through donations from public or private entities) 
non-Federal contributions toward such costs in an amount that is not less 
than 25 percent of such costs or $1 for every $3 of Federal funds provided 
in the grant. 

“(2) DETERMINATION OF AMOUNT OF NON-FEDERAL 
CONTRIBUTION; MAINTENANCE OF EFFORT.— 

“(A) Non-Federal contributions required in paragraph (1) may be 
in cash or in kind, fairly evaluated, including plant, equipment, or 
services. Amounts provided by the Federal Government, or services 
assisted or subsidized to any significant extent by the Federal 
Government, may not be included in determining the amount of such 
non-Federal contributions. 

“(B) With respect to a State in which the purpose described in 
subsection (a) is to be carried out, the Secretary, in making a 
determination of the amount of non-Federal contributions provided 
under paragraph (1), may include only such contributions as are in 
excess of the amount of such contributions made by the State toward 
the collection of data on cancer for the fiscal year preceding the first 
year for which a grant under subsection (a) is made with respect to the 
State. The Secretary may decrease the amount of non-Federal 
contributions that otherwise would have been required by this 
subsection in those cases in which the State can demonstrate that 
decreasing such amount is appropriate because of financial hardship. 

“(c) ELIGIBILITY FOR GRANTS.— 
“(1) IN GENERAL.—No grant shall be made by the Secretary under 

subsection (a) unless an application has been submitted to, and approved 
by, the Secretary. Such application shall be in such form, submitted in 
such a manner, and be accompanied by such information, as the Secretary  

106 STAT. 3372    PUBLIC LAW 102–515—OCT. 24, 1992 
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may specify. No such application may be approved unless it contains 
assurances that the applicant will use the funds provided only for the 
purposes specified in the approved application and in accordance with the  
requirements of this section, that the application will establish such fiscal 
control and fund accounting procedures as may be necessary to assure 
proper disbursement and accounting of Federal funds paid to the applicant 
under subsection (a) of this section, and that the applicant will comply 
with the peer review requirements under Sections 491 and 492. 

“(2) ASSURANCES.—Each applicant, prior to receiving Federal 
funds under subsection (a), shall provide assurances satisfactory to the 
Secretary that the applicant will— 

“(A) provide for the establishment of a registry in accordance with 
subsection (a); 

“(B) comply with appropriate standards of completeness, 
timeliness, and quality of population-based cancer registry data; 

“(C) provide for the annual publication of reports of cancer data 
under subsection (a); and 

“(D) provide for the authorization under State law of the statewide 
cancer registry, including promulgation of regulations providing— 

“(i) a means to assure complete reporting of cancer cases (as 
described in subsection (a)) to the statewide cancer registry by 
hospitals or other facilities providing screening, diagnostic or 
therapeutic services to patients with respect to cancer; 

“(ii) a means to assure the complete reporting of cancer cases 
(as defined in subsection (a)) to the statewide cancer registry by 
physicians, surgeons, and all other 

health care practitioners diagnosing or providing treatment for 
cancer patients, except for cases directly referred to or previously 
admitted to a hospital or other facility providing screening, 
diagnostic or therapeutic services to patients in that State and 
reported by those facilities; 

“(iii) a means for the statewide cancer registry to access all 
records of physicians and surgeons, hospitals, outpatient clinics, 
nursing homes, and all other facilities, individuals, or agencies 
providing such services to patients which would identify cases of 
cancer or would establish characteristics of the cancer, treatment 
of the cancer, or medical status of any identified patient; 

“(iv) for the reporting of cancer case data to the statewide 
cancer registry in such a format, with such data elements, and in 
accordance with such standards of quality timeliness and 
completeness, as may be established by the Secretary; 

“(v) for the protection of the confidentiality of all cancer case 
data reported to the statewide cancer registry, including a 
prohibition on disclosure to any person of information reported to 
the statewide cancer registry that identifies, or could lead to the 
identification of, an individual cancer patient, except for 
disclosure to other State cancer registries and local and State 
health officers; 

106 STAT. 3372  PUBLIC LAW 102–515—OCT. 24, 1992 
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“(vi) for a means by which confidential case data may in 
accordance with State law be disclosed to cancer researchers for 
the purposes of cancer prevention, control and research; 

 
“(vii) for the authorization or the conduct, by the statewide 

cancer registry or other persons and organizations, of studies 
utilizing statewide cancer registry data, including studies of the 
sources and causes of cancer, evaluations of the cost, quality, 
efficacy, and appropriateness of diagnostic, therapeutic, 
rehabilitative, and preventative services and programs relating to 
cancer, and any other clinical, epidemiological, or other cancer 
research; and 

“(viii) for protection for individuals complying with the law, 
including provisions specifying that no person shall be held liable 
in any civil action with respect to a cancer case report provided to 
the statewide cancer registry, or with respect to access to cancer 
case information provided to the statewide cancer registry. 

“(d) RELATIONSHIP TO CERTAIN PROGRAMS.— 
“(1) IN GENERAL.—This section may not be construed to act as a 

replacement for or diminishment of the program carried out by the 
Director of the National Cancer Institute and designated by such Director 
as the Surveillance, Epidemiology, and End Results Program (SEER). 

“(2) SUPPLANTING OF ACTIVITIES.—In areas where both such 
programs exist, the Secretary shall ensure that SEER support is not 
supplanted and that any additional activities are consistent with the 
guidelines provided for in subsection (c)(2) (C) and (D) and are 
appropriately coordinated with the existing SEER program. 

“(3) TRANSFER OF RESPONSIBILITY.—The Secretary may not 
transfer administration responsibility for such SEER program from such 
Director. 

“(4) COORDINATION.—To encourage the greatest possible 
efficiency and effectiveness of Federally supported efforts with respect to 
the activities described in this subsection, the Secretary shall take steps to 
assure the appropriate coordination of programs supported under this part 
with existing Federally supported cancer registry programs. 
“(e) REQUIREMENT REGARDING CERTAIN STUDY ON BREAST 

CANCER.—In the case of a grant under subsection (a) to any State specified 
in section 399K(b), the  
Secretary may establish such conditions regarding the receipt of the grant as 
the Secretary determines are necessary to facilitate the collection of data for 
the study carried out under section 399C. 

 
“SEC. 399I. PLANNING GRANTS REGARDING REGISTRIES.  

“(a) IN GENERAL.— 
“(1) STATES.—The Secretary, acting through the Director of the 

Centers for Disease Control, may make grants to States for the purpose of  
 

106 STAT. 3372  PUBLIC LAW 102–515—OCT. 24, 1992

 42 USC 280 e-1. 
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developing plans that meet the assurances required by the Secretary under 
section 399B(c)(2). 

“(2) OTHER ENTITIES.—For the purpose described in paragraph 
(1), the Secretary may make grants to public entities other than States and 
to nonprofit private entities. Such a grant may be made to an entity only if 
the State in which the purpose is to be carried out has certified that the 
State approves the entity as qualified to carry out the purpose. 
“(b) APPLICATION.—The Secretary may make a grant under subsection 

(a) only if an application for the grant is submitted to the Secretary, the 
application contains the certification required in subsection (a)(2) (if the 
application is for a grant under such subsection), and the application is in such 
form, is made in such manner, and contains such agreements, assurances, and 
information as the Secretary determines to be necessary to carry out this 
section. 

 
42 USC 280 e-2.  “SEC. 399J. TECHNICAL ASSISTANCE IN OPERATIONS OF 

STATEWIDE CANCER REGISTRIES. 
“The Secretary, acting through the Director of the Centers for Disease 

Control, may, directly or through grants and contracts, or both, provide 
technical assistance to the States in the establishment and operation of 
statewide registries, including assistance in the development of model 
legislation for statewide cancer registries and assistance in establishing a 
computerized reporting and data processing system. 

 
42 USC 280 e-3. “SEC. 399K. STUDY IN CERTAIN STATES TO DETERMINE THE 

FACTORS CONTRIBUTING TO THE ELEVATED BREAST CANCER 
MORTALITY RATES. 

“(a) IN GENERAL.—Subject to subsections (c) and (d), the Secretary, 
acting through the Director of the National Cancer Institute, shall conduct a 
study for the purpose of determining the factors contributing to the fact that 
breast cancer mortality rates in the States specified in subsection (b) are 
elevated compared to rates in other States. 

“(b) RELEVANT STATES.—The States referred to in subsection (a) are 
Connecticut, Delaware, Maryland, Massachusetts, New Hampshire, New 
Jersey, New York, Rhode Island, Vermont, and the District of Columbia. 

“(c) COOPERATION OF STATE.—The Secretary may conduct the study 
required in subsection (a) in a State only if the State agrees to cooperate with 
the Secretary in the conduct of the study, including providing information 
from any registry operated by the State pursuant to section 399H(a). 

“(d) PLANNING, COMMENCEMENT, AND DURATION.—The 
Secretary shall, during each of the fiscal years 1993 and 1994, develop a plan 
for conducting the study required in subsection (a). The study shall be initiated 
by the Secretary not later than fiscal year 1994, and 

the collection of data under the study may continue through fiscal year 
1998. 

106 STAT. 3372    PUBLIC LAW 102–515—OCT. 24, 1992 
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“(e) REPORT.—Not later than September 30, 1999, the Secretary shall 
complete the study required in subsection (a) and submit to the Committee on 
Energy and Commerce of the House of Representatives, and to the Committee 
on Labor and Human Resources of the Senate, a report describing the findings 
and recommendations made as a result of the study. 

 
42 USC 280 e-4. “SEC. 399L. AUTHORIZATION OF APPROPRIATIONS. 

“(a) REGISTRIES.—For the purpose of carrying out this part, the 
Secretary may use $30,000,000 for each of the fiscal years 1993 through 1997. 
Out of any amounts used for any such fiscal year, the Secretary may obligate 
not more than 25 percent for carrying out section 399I, and not more than 10 
percent may be expended for assessing the accuracy, completeness and quality 
of data collected, and not more than 10 percent of which is to be expended 
under subsection 399J. 

“(b) BREAST CANCER STUDY.—Of the amounts appropriated for the 
National Cancer Institute under subpart 1 of part C of title IV for any fiscal 
year in which the study required in section 399K is being carried out, the 
Secretary shall expend not less than $1,000,000 for the study.”. 
 

 
 

Approved October 24, 1992. 
Authorization extended through 1998. 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
LEGISLATIVE HISTORY–S. 3312: 
CONGRESSIONAL RECORD, Vol. 138 (1992): 
Oct. 2, considered and passed Senate. 
Oct. 5, considered and passed House, amended. 
Oct. 7, Senate concurred in House amendment. 
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APPENDIX D: 

BENIGN BRAIN TUMOR CANCER REGISTRIES AMENDMENT ACT 

 
The United States Benign Brain Tumor Cancer Registries Amendment Act, Public Law 107-260, is 
reproduced beginning on the next page. 
  



Standards for Cancer Registries Volume III: 
Standards for Completeness, Quality, Analysis, Management, Confidentiality and Security of Data 

 

156 Appendix D: Benign Brain Tumor Cancer Registries Amendment Act 

PUBLIC LAW 107-260—OCT. 29, 2002 116 STAT. 1743 
 
 

 
Public Law 107-260 
107th Congress 
 

An Act 
 

To amend the Public Health Service Act to provide for the collection of data on 
benign brain-related tumor through the national program of cancer registries. 
 
Be it enacted by the Senate and House of Representatives of the United States of 
America in Congress assembled, 
 
SECTION 1. SHORT TITLE. 
 
 This Act may be cited as the “Benign Brain Tumor Cancer Registries 
Amendment Act”. 
 
SEC. 2. NATIONAL PROGRAM OF CANCER REGISTRIES; BENIGN BRAIN-
RELATED TUMORS AS ADDITIONAL CATEGORY OF DATA COLLECTED. 
 

(a) In GENERAL—Section 399B of the Public Health Service Act (42 
U.S.C. 280e), as redesignated by section 502 (2)(A) of Public Law 106-
310 (114 Stat. 1115), is amended in subsection (a)— 
(1) by redesignating paragraphs (1) through (5) as subparagraphs (A) 
through (3), respectively, and indenting appropriately; 
(2) by striking “(a) IN GENERAL—The Secretary” and inserting the 
following: 

(a) IN GENERAL— 
 “(1) STATEWIDE CANCER REGISTRIES—The Secretary”; 

(3) in the matter preceding subparagraph (A) (as so redesignated). By 
striking “population-based” and all that follows through “data” and 
inserting the following: “population-based, statewide registries to 
collect, for each condition specified in paragraph (2)(A), data”; and 
(4) by adding at the end the following: 

“(2) CANCER; BENIGN BRAIN-RELATED TUMORS— 
 “(A) IN GENERAL—For purposes of paragraph (1), the 
conditions referred to in this paragraph are the following: 
  “(i) Each form of in-situ and invasive cancer with 
the exception of basal cell and squamous cell carcinoma of the 
skin), including malignant brain-related tumors. 
  “(ii) Benign brain-related tumors 
 “(B) BRAIN-RELATED TUMOR—For purposes of 
subparagraph (A): 

 “(i) The term ‘brain-related tumor’ means a listed 
primary tumor (whether malignant or benign) 
occurring in any of the following sites:’ 

Oct. 29, 2002 
[S. 2558] 

Benign Brain 
Tumor Cancer 
Registries 
Amendment Act. 
42 USC 201 note. 
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 “(I) The brain, meninges, spinal cord, cauda 
equina, a cranial nerve or nerves, or any 
other part of the central nervous system. 
“(II) The pituitary gland, pineal gland, or 
craniopharyngeal duct. 

 “(ii) The term ‘listed’, with respect to a primary tumor, 
means a primary tumor that is listed in the International 
Classification of Diseases for Oncology (commonly referred 
to as the ICD-O). 
“(iii) The term ‘International Classification of Diseases for 
Oncology’ means a classification system that includes 
topography (site) information and histology (cell type 
information) developed by the World Health Organization, in 
collaboration with international centers, to promote 
international comparability in the collection, classification, 
processing, and presentation of cancer statistics. The ICD-O 
system is a supplement to the International Statistical 
Classification of Diseases and Related Health Problems 
(commonly known as the ICD) and is the standard coding 
system used by cancer registries worldwide. Such term 
includes any modification made to such system for purposes 
of the United States. Such term further includes any 
published classification system that is internationally 
recognized as a successor to the classification system referred 
to in the first sentence of this clause. 

“(C) STATEWIDE CANCER REGISTRY—References in this 
section not cancer registries shall be considered to be references to 
registries described in this subsection.”. 

(b) APPLICABILITY—The amendments made by subsection (a) apply to 
grants under section 399B of the Public Health Service Act for fiscal 
year 2002 and subsequent fiscal years, except that, in the case of a State 
that received such a grant for fiscal year 2000, the Secretary of Health 
and Human Services may delay the applicability of such amendments to 
the State for not more than 12 months if the Secretary determines that 
compliance with such amendments requires the enactment of a statute by 
the State or the issuance of State regulations. 

 
 Approved October 29, 2002. 

 
 
 
 
 
_____________________________________________________________________________ 
 LEGISLATIVE HISTORY—s. 2558: 
 Congressional record, Vol. 148 (2002): 
  Aug. 1. considered and passed Senate. 
  Oct 10. considered and passed House. 

Grants. 
42 USC 280e note. 
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APPENDIX E: 
 

RESOURCES FOR EDUCATION AND TRAINING FOR PROVIDERS AND 
USERS OF CANCER REGISTRY DATA 

 
 

The NAACCR Education and Training Committee maintains a resource list located on the NAACCR website 
(www.naaccr.org). The contact information for standard-setting organizations is listed below: 

 
American College of Surgeons (ACoS)  
633 N. Saint Clair Street 
Chicago, IL  60611-3211 
Telephone: (312) 202-5000 
E-mail: postmaster@facs.org 
Website: www.facs.org 
 
American Joint Committee on Cancer (AJCC)  
633 N. Saint Clair Street 
Chicago, IL  60611-3211 
Telephone: (312) 202-5290 
E-mail: sburkhardt@facs.org 
Website: www.cancerstaging.org 
 
Centers for Disease Control and Prevention 
(CDC) 
National Program of Cancer Registries (NPCR) 
Division of Cancer Prevention and Control 
National Center for Chronic Disease 
   Prevention and Health Promotion 
4770 Buford Highway, NE 
MS K53 
Atlanta, GA  30341-3717 
Telephone: (770) 488-4783 
Website: www.cdc.gov/cancer/npcr 
 
Canadian Council of Cancer Registries 
c/o Statistics Canada 
Canadian Cancer Registry 
Health Statistics Section 
Health Statistics Division 
Main Building, Room 22000, Section F 
120 Parkdale Avenue 
Ottawa, ON  K1A OT6 
Telephone: (613) 951-1630  
Website: www.statcan.ca 
 

 

Commission on Cancer (CoC) 
633 N. Saint Clair Street 
Chicago, IL  60611-3211 
Telephone: (312) 202-5085 
E-mail: coc@facs.org 
Website: www.facs.org 
 
National Cancer Institute SEER Program 
Cancer Surveillance Research Program 
Division of Cancer Control and Population    
   Sciences 
6116 Executive Boulevard, MSC 8316 
Suite 504  
Bethesda, MD  20892-8316 
Telephone: (301) 496-8510 
E-mail: cancer.gov_staff@mail.nih.gov 
Website: www.seer.cancer.gov 
 
National Cancer Registrars Association 
(NCRA) 
1340 Braddock Place #203 
Alexandria, VA  22314 
Telephone: (703) 299-6640 
E-mail: info@ncra-usa.org 
Website: www.ncra-usa.org 
 
North American Association of  
Central Cancer Registries, Inc. (NAACCR) 
2121 West White Oaks Drive, Suite B 
Springfield, IL  62704-6495 
Telephone: (217) 698-0800 
E-mail: info@naaccr.org 
Website: www.naaccr.org 
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APPENDIX F: 

SAMPLE CASE SHARING AGREEMENT 

 
Agreement for Exchange of Cancer Data 

Between the 
 
 

   (name of submitting registry) 
  

and 
 
 

 (name of receiving registry) 
 

(1) Services: 
 

By signing this agreement, the parties state their intention to exchange information concerning 
cancer patients who are residents of the other’s state, province, or county. This exchange is based 
on the mutual assurance that the identifying information on the patient(s) exchanged are protected 
and shall be kept strictly confidential. This exchange does not pertain to any data collected as part 
of special morbidity or mortality studies or other research projects. 

 
In addition, the parties agree to: 

  
a) Provide the information electronically in the most recent NAACCR record layout. 

 
b) Provide the full exchange record. 

 
c) Provide the information within 20 months of the close of the diagnosis. 

 
d) Carefully restrict use of the information. The information is intended to be used for registry 

administration and for aggregated statistical tabulations and analyses. 
 

e) Restrict access to cancer incidence data or identifiable information on a cancer patient or health 
care provider that was supplied under the terms of the agreement from being released to anyone 
not employed in the direct operation of the recipient registry. Employees may include those 
involved in the processing, administration, quality control review and the statistical surveillance 
of cancer incidence data. 

 
f) Notify the exchange registry if, in the conduct of approved research or other activities, there is 

release of a cancer patient’s identifying information. Should such a release take place, the 
receiving registry will be notified in writing within 48 hours of the release of the data. 
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g) Terminate this agreement immediately upon the written notification of either party to terminate 
the agreement.  

 
(2) Confidentiality: 

 
a) The parties understand and agree that any and all data which may lead to the identification of 

any patient, research subject, physician, other person, or reporting facility is strictly privileged 
and confidential, and agree to keep all such data strictly confidential. 

 
b) The parties further agree to require all officers, agents, and employees to keep all such data 

strictly confidential; to communicate the requirements of this section to all officers, agents, and 
employees; to discipline all persons who may violate the requirements of this section; and to 
notify the originating party in writing within 2 working days (48 hours) of any violation of this 
section, including full details of the violation and corrective actions to be taken. 

 
c) The parties further agree that all data provided under the provisions of this agreement may only 

be used for the purposes named in this agreement. 
 

d) In the event that either party receives a subpoena or other court order compelling disclosure of 
confidential data, the parties agree to notify the registry that initially provided the data within 2 
working days (48 hours) of receipt of the subpoena or court order. Additionally, the parties 
agree that, should they receive such a subpoena, they shall take all legal steps reasonably 
necessary to oppose the subpoena. 

  
(3) Amendments: 

 
This agreement may not be amended without prior written approval of both parties to the 
agreement. 
 

(4) Assignment: 
 

The parties understand and agree that this agreement may not be sold, assigned, or transferred in 
any manner and that any actual or attempted sale, assignment, or transfer shall render this 
agreement null, void, and of no further effect. 

 
(5) Term: 

 
This agreement shall be in effect from the date of execution until terminated by either of the parties. 
Termination shall be in writing sent pursuant to Section (6). 

 
(6) Notices: 

 
All notices required or desired to be made by either party to this agreement shall be sent by certified 
mail to the following respective addresses: 
 
(Provide address and contact for each party to this agreement.) 

 
(7) Signatures: 
 

 (Provide name, title, agency, date, and appropriate signatures for each registry.)  
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APPENDIX G: 

METHOD TO MEASURE COMPLETENESS 

 
NAACCR uses the incidence-to-mortality rate ratio method to measure completeness of case ascertainment. 
The method assumes that cancer death data are complete, and that the ratio of age-adjusted cancer incidence 
rates to age-adjusted cancer death rates by sex, race, and site vary little by geographical area in the United 
States and Canada. Over time, the interpretation of the incidence-to-mortality rate ratio has become more 
refined. The following adjustments were made, either to the method itself or to the interpretation of the rate-
ratios: 
 

 It was assumed that 20 percent of any difference observed between analogous race-sex-site-specific, 
age-adjusted incidence-to-mortality rate ratios from two geographic areas could be attributed to 
differential case fatality, while 80% of the difference could be attributed to under-ascertainment of 
cases in one of the jurisdictions. Previously, it was assumed that 100% of the difference could be 
attributed to under-ascertainment. 

 
 Breast cancer cases were included in the model. Previously, breast cancer cases were excluded from 

the calculations because geographically diverse increases in mammography utilization had 
destabilized breast cancer incidence-to-mortality rate ratios. Recent data suggest that mammography 
use, breast cancer incidence, and breast cancer incidence-to-mortality rate ratios have become more 
uniform in the United States. 

 
 All 11 SEER (14% of the U.S. population) areas have been used to construct SEER-incidence-to-U.S. 

mortality rate ratios. SEER has added areas to its geographic base over the years to increase its 
representativeness of the United States population. Previously, NAACCR had used data from the nine 
“original” SEER areas (10% of the U.S. population), because much was known about the nature of 
these data, their stability, and their relation to NAACCR data. As more became known about data 
from the additional two SEER areas, it became desirable to use data from all 11 areas in the 
construction of SEER-incidence-to-U.S.-mortality rate ratios, to enhance the representativeness of the 
ratios for the United States population as a whole. 

 
 For similar reasons, data for both whites and blacks (weighted in proportion to their share of the 

population) were used to construct incidence-to-mortality rate ratios. Previously, data for whites were 
used exclusively for this purpose. Whites-only ratios were used with 1996-2000 data from Canada 
and Hawaii, as race is not used to differentiate population groups in either of these jurisdictions. 

 
Race-specific completeness of case ascertainment in jurisdiction s (Csk) was computed by dividing the 
observed race-specific (white; black) age-adjusted (2000 U.S.) incidence rate for both sexes and all cancer 
sites combined (“Observed T”) by the expected race-specific (white; black) age-adjusted (2000 U.S.) 
incidence rate for both sexes and all cancer sites combined (“Expected T”): 
 

௦௞ܥ ൌ  
௦ܶ௞ ݀݁ݒݎ݁ݏܾܱ

௦ܶ௞ ݀݁ݐܿ݁݌ݔܧ
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The expected incidence rate for jurisdiction s was computed from jurisdiction race-sex-site-specific age-
adjusted (2000 U.S.) death rates and incidence-to-mortality rate ratios computed from SEER race-sex-site-
specific age-adjusted (2000 U.S.) incidence rates and U.S. race-sex-site-specific age-adjusted (2000 U.S.) 
death rates, thus: 
 

௦௞௜௝ܫ ݀݁ݐܿ݁݌ݔܧ ൌ ൫ܯ௦௞௜௝൯
ௌாாோ௞௜௝ܫ

௎.ௌ.௞௜௝ܯ
 

 

 

௦ܶ௞ ݀݁ݐܿ݁݌ݔܧ ൌ  ෍ ෍ ௦௞௜௝ܫ ݀݁ݐܿ݁݌ݔܧ

ே

௝ୀଵ

ଶ

௜ୀଵ

 

where: 
 
I =  Age-adjusted (2000 U.S.) incidence rate for race k, sex i, site j, 1996 to 2000 
M =  Age-adjusted (2000 U.S.) mortality rate for race k, sex i, site j, 1996 to 2000 
s =  State, SEER area, province, or territory 
SEER =  Combined 11 SEER areas 1  
U.S. =  United States 
T =  Age-adjusted (2000 U.S.) incidence rate for total sites 2 

 
Overall completeness of case ascertainment in jurisdiction s (Cs) was calculated by adding weighted estimates 
of race-specific completeness of case ascertainment in jurisdiction s (Csk), using the proportion of the 
population in each of the race groups (Psk) as weights: 
 

௦ܥ ൌ  ෍ ௦௞ܥ  ൈ  ௦ܲ௞

ଶ

௞ୀଵ

 

 
 

This method of estimating completeness assumes that race-sex-site-specific incidence-to-mortality rate ratios 
are relatively stable (within 20% limits). The incidence-to-mortality rate ratio standard to which all registries 
were adjusted, using SEER\ incidence rates and U.S. death rates, is the current NAACCR standard for this 
purpose. 
 
The same methods were applied to Hawaii and all Canadian registries, except that jurisdiction-specific data 
were not race specific, and SEER-incidence-to-U.S.-mortality rate ratios were computed for whites only. 
 

                                                      
1 Includes Atlanta, Connecticut, Detroit, Greater Bay Area (San Francisco/Oakland and San Jose/Monterey), Hawaii, 
Iowa, Los Angeles, New Mexico, Seattle/Puget Sound, and Utah. 

2 The cancer sites included in this calculation were buccal cavity and pharynx, esophagus, stomach, colorectum, liver, 
pancreas, lung and bronchus, melanoma of the skin (white only), female breast (excl. in situ), cervix uteri, corpus uteri 
and uterus, NOS, ovary, urinary bladder (incl in situ), kidney and renal pelvis, brain and other nervous system, 
Hodgkin’s disease, non-Hodgkin’s lymphoma, multiple myeloma, and leukemia. Cancer of the prostate was not included 
because differential screening across regions has caused instability in prostate cancer incidence-to-mortality rate ratios. 
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Cs was adjusted for the presence of duplicate records in the data of jurisdiction s (CAs) thus: 
 

௦ܣܥ ൌ ௦ܥ  ൈ  ௦ܷ 
 

where: 
 
CA =  Adjusted overall completeness of ascertainment 
C =  Unadjusted overall completeness of ascertainment 
s =  State, SEER area, province, or territory 
U = Proportion of unduplicated records, based on NAACCR’s Protocol for Assessing 

Duplicate Cases. 
 
Impact of the Modified Population Estimates on the NAACCR Completeness Estimates. Recently, the 
United States Bureau of the Census revised the U.S. population estimates for the 1990s by using 2000 
decennial census data to adjust the original post-1990 census population projections. The revised population 
estimates have an effect on both the incidence and death rates differentially across cancer sites and regions. 
The completeness estimates for all cancer registries have also been affected. Despite this revision, the number 
of registries meeting the NAACCR combined inclusion criteria has increased compared to last year’s 
monograph. The population represented by these registries has also increased this year from 55 percent to 68 
percent of the United States population. 
 
For more information on the completeness estimate method, consult the following reference: Holly L. Howe. 
NAACCR Method to Estimate Completeness. 2006-2007 NAACCR Webinar Series; March 15 2006. 
Available: www.naaccr.org/index.asp?Col_SectionKey=10&Col_ContentID=42.  
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APPENDIX H: 

MAJOR-MINOR DISCREPANCY DEFINITIONS FOR COLON 

  
Major-Minor Collaborative Stage Discrepancies for Colon 

Data Item Major Minor Unk to 
Known 

Known to 
Unk 

CS Tumor 
Size 
 
 

000 [T0] to (001-995) and vice 
versa 

998 to (001-995) and vice versa 
999 to 000 and vice versa 

Any within (001-995) 999 to 000-998 000-998 to 999 

CS Extension 
 
 

(00-11 [Tis]) to (12-80 [T1-T4]) and 
vice versa 

10-16 to 20 or 40-46 or 50-80 and 
vice versa 
(12-16 or 30 [T1]) to 20 [T2] and 

vice versa 
(12-16 or 30 [T1]) to (40-46 [T3]) 

and vice versa 
(12-16 or 30 [T1]) to (50-80 [T4]) 

and vice versa  
20 to (40-46) and vice versa 
20 to (50-80) and vice versa 
(40-46) to (50-80) and vice versa 
30 to 20 or 40-46 or 50-80 and vice 

versa  
95 to 00-80 and vice versa 
99 to (00-95) and vice versa 

Any within 00-11 
Any within 12-16 
Any within 40-46 
Any within 50-80 

99 to 00-95 00-95 to 99 

CS TS/Ext 
Eval 
 
 

((0, 1, 5) to (2, 3, 6) and vice versa 
(2, 3) to 6 and vice versa 
0-6 to 8 [a] and vice versa 
9 to (2, 3, 6, 8) and vice versa 

0 to (1, 5) and vice versa 
1 to 5 and vice versa 
2 to 3 and vice versa 

9 to (0-8) (0-8) to 9 

CS Lymph 
Nodes 
 
 
 

00 [N0] to (10-80 [N1-2]) and vice 
versa 

03 [invalid] 
05 [invalid] 
90 [invalid] 
98 [invalid] 
99 to (00-80) and vice versa 

Any within (10, 20, 30) 
(10, 20, 30) to 80 and vice 
versa 

99 to 00-80 00-80 to 99 

CS Nodes 
Eval 
 
 

(0, 1, 5) to (2, 3, 6) and vice versa 
(2, 3) to 6 and vice versa 
0-6 to 8 [a] and vice versa 
9 to (2, 3, 6, 8) and vice versa 

0 to (1, 5) and vice versa 
1 to 5 and vice versa 
2 to 3 and vice versa 

9 to 0-8 0-8 to 9 

Reg Nodes 
Pos 
 

00 [neg] to 01-97 [pos] and vice 
versa 

98 to 00-97 and vice versa 
(01-03 [N1]) to (04-90 [N2]) and 

vice versa 
91-94 [invalid] 
99 to (00-98) and vice versa 

Any within 01-03 
Any within 04-90 
Any within 95-97 
(95 or 97) to any within (01-90) 

and vice versa 

99 to 00-98 00-98 to 99 
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Data Item Major Minor Unk to 
Known 

Known to 
Unk 

Reg Nodes 
Examined 
 

00 to any of (01-90, 95-98) and vice 
versa 

(96, 97, 98) to any of (01-90 or 95) 
and vice versa 

(01-90) to 95 and vice versa 
91-94 [invalid] 
99 to (00-95) and vice versa 

Any within 01-90 
Any within (96-98) 

99 to 00-98 00-98 to 99 

CS Mets at 
Dx 
 

00 [M0] to (08, 10, 40, 50) [M1] 
and vice versa 

04 [invalid] 
51 [invalid] 
99 to (00-50) and vice versa 

Any within (08, 10, 40, 50) 99 to any of 
(00-50) 

Any of (00-50) 
to 99 

CS Mets 
Eval 
 

(0, 1, 5) to (2, 3, 6) and vice versa 
(2, 3) to 6 and vice versa 
0-6 to 8 [a] and vice versa 
9 to (2, 3, 6, 8) and vice versa 

0 to (1, 5) and vice versa 
1 to 5 and vice versa 
2 to 3 and vice versa 

9 to any of  
(0-8) 

(0-8) to 9 

SSF1:  CEA 
 

000 [not done] to (010, 020, 030, 
080 [done]) and vice versa 

010 [abn] to 020 [normal] and vice 
versa 

888 [invalid] 
999 to (010, 020, 030) and vice 

versa 

010 to 030 and vice versa 
020 to 030 and vice versa 
 

999 to (00-
080) 

080 to (010-
030)  

(000-080) to 
999 

(000-030) to 
080 

SSF2:  none     
SSF3:  none     
SSF4:  none     
SSF5:  none     
SSF6:  none     
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APPENDIX I: 

NAACCR POLICY STATEMENT 99-01: CONFIDENTIALITY 
 
Whereas:  

The burden of cancer on U.S. and Canadian populations is enormous. More than 1.2 million Americans 
will be newly diagnosed with cancer in 1999, and more than 560,000 Americans will die from the disease 
in the same year. In Canada, most recent statistics suggest that more than 129,000 Canadians will be 
newly diagnosed with cancer and more than 63,000 Canadians will die from the disease in 1999. The 
lifetime probability of being diagnosed with cancer is one in two for males and one in three for females. 
Nearly all persons in the United States and Canada are affected by the diagnosis, treatment, or care of a 
family member with cancer;  
 
Population-based cancer surveillance and research are basic and fundamental activities in cancer control, 
reducing the disparities among populations in early detection, access to care, and receipt of state-of-the-
art treatment. Cancer research is a requisite to the discovery of new prevention and treatment strategies, 
the very activities that will enable success in the war on cancer; 
 
In nearly all states and provinces, a newly diagnosed case of cancer is a reportable condition and cancer 
registration is required by law. Cancer patients may not choose not to be registered and may not remove 
their personal identities from cancer registry records. Facilities that service patients in the diagnosis or 
treatment of cancer may not choose not to participate in reporting. However, both patients and facilities 
are assured that their confidentiality will be protected. This must include the prevention of the release of 
their identities for legal purposes without their permission. Without this protection, compliance with 
cancer reporting statutes will diminish and the quality of the information reported about cancer patients 
will be adversely affected;  
 
Without complete and accurate cancer surveillance data, local health authorities will not have basic 
information to use for defining target populations for cancer control efforts, for identifying populations 
most likely to benefit from cancer screening and other early detection modalities, for developing sound 
public health policy that is derived from scientific fact, for prioritizing public health activities based on 
need or community burden, for responding to citizen concerns about disparate cancer burden, and for 
generating questions and hypotheses to be used in prioritizing and determining appropriate directions in 
research;  
 
Successful research cannot be achieved without participation of the public, both cancer patients and non-
cancer patients (controls). Cancer patients must have the assurance that their voluntary participation will 
not result in violation of their privacy, protecting both the fact and details of their disease as well as 
additional information that they may be asked to divulge for research purposes;  
 
Information entered into evidence in legal proceedings becomes public record. The principle of protection 
of confidentiality is violated if the information is released without the patient’s consent;  
 
For individual types of cancer, specific characteristics can be used or triangulated to produce unique 
records describing cases, even when the more obvious identifiers, such as name, address, or social 
security number (personal health number in Canada) are not part of the record. Many people, including 
judges and attorneys, are unfamiliar with how seemingly anonymous data items can be combined to 
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deduce an individual’s identity, especially in combination with other legally accessible data sources. 
Redacting name, address, telephone number and social security number (personal health number in 
Canada) can still allow identification of individuals under certain circumstances;  
 
Population-based cancer registries primarily are funded through public dollars—these dollars are scarce 
and leave little resources for purposes other than registry operations;  
 
Legal proceedings involving cancer registries require substantial time and expense to produce 
information, to respond to repeated requests for the same information by multiple parties in the legal 
proceedings, to educate the legal professionals in the epidemiologic perspective, to correct 
misinterpretations of the data, and to ensure that promises made in court are actually upheld; 
 
Experience by at least one NAACCR member, the American Cancer Society, demonstrated that in one 
case data were conditionally released, and the recipients used the data beyond their original, permissible 
purpose, which was to use the information in a legal defense; and  
 
The uses, in the aforementioned instance, expanded into data reanalysis that did not follow the principles 
or guidelines for scientific inquiry, including sound scientific method, and appropriate dialogue within the 
scientific community to maximize the validity of the data results and interpretation, but rather released 
erroneous information directly to the lay public. This action required enormous resources by the 
American Cancer Society to reanalyze and to correct misrepresentation of the study findings.  
 

Therefore, it is resolved by NAACCR that:  
 

 The integrity of population-based central cancer registries must be maintained as a key resource to protect 
the public’s health and a key component of the public health surveillance system  

 
 The public health surveillance system must be exempted from restrictions on collection and retention of 

personal identifying information in medical privacy legislation  
 

 Personal identifiers for all cancer reports must be collected and retained in cancer registries without 
individual consent  

 
 Data from cancer registries that would allow for the identification of individuals must be protected from 

disclosure in any legal proceedings.  
 
Position approved by the Board of Directors on November 17, 1999. 
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APPENDIX J: 

DATA USE AGREEMENTS 

 
 DATA CONFIDENTIALITY AGREEMENT FOR NAACCR RESEARCHERS 

 
Agreement executed this       day of      , 200     , by and between      ("Researcher") of 

     ,        
(Name)                                    (City),  (State/Province) 

 
and NORTH AMERICAN CENTRAL CANCER REGISTRIES, INC. ("NAACCR"), a California 
corporation. Researcher is engaged in research into the causes, control, or prevention of cancer, specifically 
described as follows:  
      
 

NAACCR collects and maintains certain research data (the "Data") that will or may assist Researcher 
in this regard. Researcher agrees and acknowledges that patient confidentiality is of the utmost importance in 
the use of the Data and in the manner in which all research results are presented and/or published. 
Accordingly, in consideration of his/her receipt of the Data from NAACCR, Researcher agrees as follows: 

 
1. Researcher agrees to treat the Data received from NAACCR as private, non-public health 

information. The Data will be used solely for the specified research described hereinabove and not for any 
other purpose. The Data will never be used as a basis for legal, administrative or other adverse actions that 
can directly affect any individual about whom personal and/or medical information is included in the Data. 

 
2. Researcher understands and agrees that any and all Data which may lead to the identity of 

any patient, research subject, physician, other person, or reporting facility is strictly privileged and 
confidential and agrees to keep all Data strictly confidential at all times. 

 
3. If, in the course of his/her research, Researcher believes it necessary to provide access to the 

Data to any other individual, Researcher will NOT do so unless and until such individual has properly 
executed a Data Confidentiality Agreement that has been accepted, in writing, by NAACCR. And, Researcher 
agrees to notify NAACCR in writing within forty-eight (48) hours of his/her becoming aware of any violation 
of this Confidentiality Agreement or any Confidentiality Agreement executed by any other individual, 
including full details of the violation and corrective actions to be taken by Researcher. 

 
4. Researcher further agrees that all data provided under the provisions of this Data 

Confidentiality Agreement may only be used for the purposes described hereinabove, and that any other or 
additional use of the data may result in immediate termination of this Confidentiality Agreement by 
NAACCR.  

 
5. Researcher agrees that (i) any and all reports or analyses of the Data prepared by Researcher 

shall contain only aggregate data. Researcher further agrees that (ii) at no time will he/she ever publish any 
individual names or other personally identifying information or information which could lead to the 
identification of any Data subject, and (iii) no report of the Data containing statistical cells with less than six 
(6) subjects shall be released without the prior written authorization of NAACCR's Executive Director, who 
has received written authorization from contributing registries. 
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6. Researcher agrees that linkage to another database is not permitted for the purpose of 
identifying an individual on the file, but may be permitted if appropriate linkage is described in the proposal 
and this linkage is approved by the NAACCR IRB. 

 
7. Researcher further agrees that all data provided under the provisions of this Confidentiality 

Agreement shall remain the sole property of NAACCR and may not be copied or reproduced in any form or 
manner without NAACCR's prior written consent.  

 
8. Researcher shall indemnify NAACCR from any and all liability, loss, or damage (including 

attorneys' fees) suffered as a result of claims, demands, costs or judgments arising out of the failure of 
Researcher or those acting in connection with Researcher to conform to and obey the provisions of this Data 
Confidentiality Agreement. In the event a claim should be brought or an action filed against NAACCR in 
connection with any such failure, Researcher agrees that NAACCR may employ attorneys of its own selection 
to appear and defend the claim or action on behalf of NAACCR, at the expense of Researcher. NAACCR, at 
its option, shall have the sole authority for the direction of the defense and shall be the sole judge of the 
acceptability of any compromise or settlement of any claims or action against NAACCR. 

 
9.  Researcher will not take any action that will provide any Data furnished by NAACCR to any 

unauthorized individual or agency without the prior written consent of NAACCR. 
 
10. Researcher will not discuss in any manner, with any unauthorized person, information that 

would lead to identification of individuals described in the Data furnished by NAACCR. Also, Researcher 
will not provide any computer password or file access codes that protect the Data to any unauthorized person. 

 
11. Should Researcher become aware of any unauthorized access or disclosure of the 

Data to other persons, Researcher will report it immediately to NAACCR's Executive Director. Researcher 
understands that failure to report violations of confidentiality by others shall be considered as Researcher's 
own violation and may result in civil or criminal penalties and termination of current and future access to 
confidential data. 

 
12. In the event that any attempt is made to obtain from Researcher any or all of the Data provided to 

Researcher by NAACCR by subpoena or other legal means, Researcher will notify NAACCR immediately. 
Researcher agrees that NAACCR may employ attorneys of its own selection to appear and defend the claim 
or action on behalf of NAACCR. NAACCR, at its option, shall have the sole authority for the direction of the 
defense and shall be the sole judge of the acceptability of any compromise or settlement of any claims or 
action against NAACCR. 

 
13. Researcher's obligations hereunder shall remain in full force and effect and survive the 

completion of Researcher's research project described hereinabove. 
 
14. The terms of this Confidentiality Agreement shall be binding upon Researcher, his/her 

agents, assistants and employees. 
 
15. Notwithstanding any contrary language in this Confidentiality Agreement, Researcher 

acknowledges and agrees that Researcher's access to the Data maintained by NAACCR shall at all times be in 
the sole discretion of NAACCR. 

 
16. NAACCR reserves the right to review any and all of Researcher's reports prior to 

dissemination or Researcher's manuscripts before submission for publication to ensure that confidentiality is 
not violated and the Data are used appropriately. 



Standards for Cancer Registries Volume III: 
Standards for Completeness, Quality, Analysis, Management, Confidentiality and Security of Data 

 

Appendix J: Data Use Agreements  173 

 
17. Researcher understands that access to the Data will be terminated when the report is 

submitted to the NAACCR Scientific Editorial Board or on May 1, the release date of an updated NAACCR 
analytic file, whichever is sooner. However, the researcher may request in writing an extension to access the 
Data. 

 
18. If Researcher is required by any other party or parties, including the state or a state agency, to 

execute any additional confidentiality agreement(s) as a condition of access to the Data, in the event of a 
conflict between the provisions of such agreement and this Agreement, Researcher agrees that the most 
restrictive agreement shall prevail. 

 
19. This Confidentiality Agreement shall be governed by and interpreted under the laws of the 

State of Illinois. 
 
Dated this       day of      , 200     . 
 

Researcher       ("Researcher" Signature) 
 

     (Print Name) 
Address:       

      

      
E-mail address:      
Phone:                               
 
Received and accepted this      day of      , 200     . 
 
North American Association of Central Cancer Registries, Inc. 
By:       
Its:        
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SEER DATA USE AGREEMENT 
 

SAMPLE PUBLIC USE FILE AGREEMENT 
NAME: HOLLY HOWE 
004399 SEER Public-Use CD-ROM, 1973-1997 
 
SURVEILLANCE, EPIDEMIOLOGY, AND END RESULTS PROGRAM 
Public-Use Data Agreement 
 
It is of utmost importance to ensure the confidentiality of patients who have been diagnosed with cancer. 
Every effort has been made to exclude identifying information on individual patients from the computer files. 
Certain demographic information such as sex, race, etc. have been included for research purposes. It is 
mandatory that all research results be presented/published in a manner which ensures that no individual can 
be identified. In addition, there should be no attempt to identify individuals from any computer file nor to link 
with a computer file containing patient identifiers. 
 
In order for the Surveillance, Epidemiology, and End Results Program to provide a public-use or 
another version of data to you, it is necessary that you agree to the following provisions. 
 
1. You will not use nor permit others to use the data in any way other than for statistical reporting and 
analysis. 
 
2. You will not present/publish data in which an individual can be identified. 
 
3. You will not attempt to link nor permit others to link the data with individually identified records in another 
database. 
 
4. You will not attempt to learn the identity of any person whose cancer data is contained in the supplied 
file(s). 
 
5. If the identity of any person is discovered inadvertently, then the following should be done:  

a) no use will be made of this knowledge,  
b) the SEER Program will be notified of the incident,  
c) no one else will be informed of the discovered identity. 

 
6. You will not release nor permit others to release the data in full or in part to any person except with the 
written approval of the SEER Program. 
 
7. If accessing the data from a centralized location on a time sharing computer system or LAN with 
SEER*Stat or another statistical package, you will not share your logon name and password with any other 
individuals. You will also not allow any other individuals to use your computer account after you have logged 
on with your logon name and password. 
 
8. For all software provided by the SEER Program, you will not copy, distribute, reverse engineer, profit from 
its sale or use, or incorporate it in any other software system. 
My signature indicates that I agree to comply with the above-stated provisions. 
 

________________________________________________________________ 
Signature      Date 
 

Please fax this signed and dated agreement to: The SEER Program, 301-496-9949. 
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