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Big Hcturethoughts on Security

m“ Security - it’s TOO complicated !!!”
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m Dol ng noth ng no | onger accept abl e.

mits HUGE But why not take it p ece nea
? Somet h ng BETTER t han not hi ng!

m Little noney? Few hours of thetechi es ?
Coupl e daysti ne ?? Hreatechi e 7?77

m YOU CAN DOI T I
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mSat small —gototheinfor mati onal
websites (look for .org and .gov sites) and
search for ‘getting started .

m Deci de whi ch steps you can handl e

m Consultants sources
Attend | ocal user groups - nx
Los Angeles costs ~ 100/ hr
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Conmponents

m User authentication and environ ment
mHltering — Port & Process contra
mHrewals

m Encryption

m VPN & Tunneling
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m User authenti cation and environ ment
— Password protect ALL machi nes !

—One pant lognusingto nmultipl e systems can
be dangerous (breach on weak nachi nes
obt a ns same password used on har dened
machi nes). Long. Conpl ex. Chang ng (7?77).

— Use password paicy programs

— B ometrics — promses both hgher security
and easl er use.
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m User authentication and environment (cont)
— Environment
User Trani ng & Awar eness
Part of your annual confidentiality briefings
Ramifications of bad practices
User Accountability

Commitment to compliance
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mHIltering — Port & Process contro
— Contrad the ‘doors to your computers
— Shoul d be done for all systens.

Shoul d be donefor dl ALL AL L ngor
systens |

— Softwareto doth s exists for your system
(I PSec on W nNT/ 2k —IPChai ns/| PTabl es on Li nux)

— Rul es: Incom ng —Out goi ng — For ward......... .
For ALL —start wth DENY
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mHItering — Port & Process contrd (cont)

— L mt what’s running on your conmputer — K LL
Unecessary Services ! (watch default instals)

— Port Scans —reports tdl which ‘doors open

— Threat assess ment — goes one better —tells
you what’'s open, and what to DO about it.

— Even some ‘ Automated Mtigation softwareto
take action onthe threat assessment report

— Comput er Mrus considered uncontral ed
pr ocesses
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mHrewals

— There arerealy noflanmes i nval ved!

— Hrewall is Centrdized Hltering —typicaly
har dwar e and soft war e sd ution. (Same
soft ware as we d scussed for Hltering)

— Two N Cs — pass through design

— Not a panaceal As soon astheyrein pace
requests to bypass themcone in
Modifications caninduce error.
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m Encryption

— Why send infoin‘pa ntext’ when you can
send it Encrypted ?

Pgp — public key type encrypti on we' ve hear d about
for alongtime (GPG better dternative ?

‘public key a gorithm necessarytoshare wth others
with out know ngthe key.

But it's dow —for highly effia ent applicati ons, still
use sy mmet ri c based keys

Toronto, June 2002




mMrtua Private Net work (VPN &
Tunneli ng

— Defl nes asecureinterconnected conduit
bet ween geogr aphi call y separat ed syst ems

— Based on encrypti on

— Incl udes Hltering concepts

Alows nultiple(and future) applicati ons to operate
securely —sim | ar inconcept to usi ng your ‘server’ a
wor k

— Oteni nplenmented to dl ow secure enail and
net wor kK access for home users
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Top 10

Make a security commtment —to do somet hi ng when you
get home! Sart a“Security Procedures” manua -
docunment what you do.

Do User Train ng & Aut henticati on Har deni ng — access
contrad

Don't use Telnet & Rp. Get SSL enabl ed apps to
substitue (SSH SCP)

Use (and keep CURRENT) virus contrd soft ware
(Symantec or M Affee)

Encrypt ALL confidentid datathat you send fromyour
or gani zati on.

OS diligence — upgrade machinesto a |least wndows NT.
Instal current patches. Document. Consi der using
aternativesto Brother Bill’s operating systens.
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Top 10

Run vul nerability scanners (ie Nessus). Conpare reports
tothe SANS/ FBl top 20 vu nerabilities list and be SURE
to mtigatethe bgg es

Port filtering — Cheap: Instal / configurel PSec for

w ndows servers &I PCha ns or | PTabl es for Li nux
servers. Expensive: Do ‘Cheap ANDIinstdl ded cated
Hrewall nachine. Router: Have your net work fol ks be
suretherouters and swtches are confi gured properly

Wrel ess? Securethe access pant! (they conme initidly
w de open). If not | npl ement ed yet, ook a 802 11b
spec — wth WEP2 security.

DSL connections. Hone lines use persona ‘firewall’
software’, o VPNIif possilde
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Security Resources

m SANS — GREAT site

htt p: / / www. sans. or g/

System Adm nistration, Net worki ng and Security - s nce 1989

SANSincident sitee http // www.inci dents. org/

Good starting place: hitp: // www sans. or g/ new ook/ publi cations/road map. ht m
Top 20 securityissues: http: //www sans. org/top20. ht m

m Technica Tutorids
htt p: // www systenmexperts.com/t utorid. ht nt

Hodgepodge tutorid..great for show ng what OTHERS arelookingto doto get into
your Site

m Good source of info (not just for i nux)
http: // www li nuxsecurity. conv
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Security Resources (cont)

m Government / Universityinformati on sources

Nati onal Security Agency
htt p: / / www _nsa. gov/i sso/i nf osec

W ndows 2000 security gu delines, i ncl udi ng actual .irf files that can be
appliedto deal with config/ domai n /adm n st uff

CERT

WWW. cert. org

Car negi e nel on Soft war e Engi neering I nstitute
See the ‘techtips section—sign upfor nailinglist

Nati onal Infrastructure Protection Center
http: / / www. ni pc. gov/

Conmput er SecuritylInstitue (CS)
http: // www. ci security. org

— Fee based - $250/yr (but some good st uff for free)
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Security Resources (cont)

m Hltering — port and process contral
http: // www nessus. org/ Nessus port scaner and threat assess ment tod

http:// wwwtinysoft ware.com re aiveyinexpensive - $39 for new versi on.
Zonea ar m has free versi on still ...but ‘ best’ versi ons around same price.
Deerfid d Norton (Sy mant ec), Bl ack Ice, Zonea ar m Ti ny Persond
firewall ...all availabl e

http: // www citadel.com Hercul es —athreat mtigationtool

m Locating user groups
Li nux user groups: www ssc.con gl ue
Uni X user groups: hitp://dark. wustl.ecu/ ~newt on/ ot hr_uug. it nh

http:// www netipcom Keith Pal ngren page Check out Aticles & Security
li nks pages

m Mrtuad Pivate net works

http:// www vpnl abs.org seether ‘ Pri ners section —‘how stuff works site
good one.
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